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PREBUNKING, AN EFFECTIVE DEFENSE MECHANISM
TO STRENGTHEN CONSUMERS’ CYBER AWARENESS
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Abstract: In today’s digital age, especially with generative Al, several significant cyber
threats exploit the consumers' vulnerabilities. Prebunking, a proactive strategy aiming to protect
consumers from misinformation and cyber attacks, can serve as an effective defense mechanism
by exposing them to milder versions of deceptive content. Traditional reactive approaches, such
as post-incident responses and debunking misinformation, often fall short. Prebunking, on the
other hand, poses a proactive alternative, aiming to preemptively arm consumers with the
knowledge and skills needed to recognize and resist both cyber threats, and misinformation This
paper explores various prebunking methods aiming to enhance consumers' cyber defense.
Different approaches to prebunking methods and strategies are developed in this paper, aiming
to raise consumers' ability to create a stronger, more instinctive defense against cyber threats and
deep fake news, contributing to a more informed and secure digital environment for us.

Key words: cybersecurity, cyber resilience, cyber hygiene, deep fake, misinformation,
ethical phishing simulation

1. INTRODUCTION

In this increasingly interconnected world, where the internet forms the
foundation of modern life, cybersecurity has never been more critical. In today's digital
landscape, businesses, as well as consumers, are increasingly targeted by a range of
cyber threats, including phishing, malware, identity theft, and fake news by cyber
manipulation using extended misinformation and ethical phishing campaigns. The
sophistication and frequency of these attacks require innovative defense mechanisms
beyond traditional reactive measures [1].

Just as the body can be vulnerable to physical pathogens, so too are consumers
susceptible to the "viruses" such as deception, scams, stealing of sensible personal data,
identity theft, and misrepresentation. To combat these, the principles of inoculation
theory, as prebunking, are viable to be applied to cybersecurity as reliable proactive
measures. The goal of prebunking techniques applied in cybersecurity is to strengthen
consumers' psychological defenses against these attacks, making them more resistant to
manipulation by malicious actors seeking to exploit human trust and weaknesses [2].
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The research of behavioral scientists such as William McGuire has revealed the
potential power of a preventative technique, referred to as prebunking [3]. This
approach, grounded in social psychology, seeks to inoculate consumers against the
persuasive tactics of misinformation by exposing them to the methods often employed
by those who spread disinformation, thereby rendering them more resistant to
manipulation.

The concept of prebunking involves proactive efforts to prevent misinformation
from spreading by exposing individuals to a weakened form of the argument and refuting
it in advance. As a proactive approach, it should anticipate misinformation and phishing
attacks before it can do the aimed damage. It can also be better understood as a
"psychological vaccine" against misinformation.

Rather than trying to correct false beliefs after the fact (which can be notoriously
difficult), prebunking aims to educate individuals (aka users or consumers) about
common misinformation techniques, phishing attacks and fake websites, such as cherry-
picking facts or using emotional appeals so that they are more likely to spot and question
misinformation when they encounter it [4].

Research in the psychology area has demonstrated that prebunking is an
effective counter-disinformation strategy [5]. Prebunking concept has also been already
used in various other contexts resurch such as health domain (during Covid-19
pandemic) [6,7], biotechnology [8], climate change [9, 10], energy transitions
(Geothermal Energy Systems) [11], theology field [12], earthquake predictions [13] or
public relations [14]. Also “in 2020, Twitter launched a new strategy dubbed
‘prebunking’ in hopes of pre-emptively countering false information about voting by
mail and election results. Prebunking was touted as a potential solution.” [14].

Since prebunking has been proven in many studies and different areas to reduce
susceptibility to misinformation, it can also be implemented as an effective measure to
increase consumers’ resilience against social engineering attacks. By preparing
consumers with simulated "mild" and ethical cyber threats and misinformation,
prebunking can strengthen their critical thinking skills and awareness, making them less
susceptible to real attacks. This proactive approach should help consumers to recognize
and resist more effectively to varios types of cyber threats.

A commonly used technique in misinformation cases is debunking. Debunking
corrects false information after it has already spread, but it is less effective in preventing
initial belief in disinformation. Despite the indispensable role played by debunking and
fact-checking in the battle against disinformation on various digital platforms, these
strategies possess certain limitations. The power of information to stick in our memories
and shape our beliefs can be strong, rendering the falsity we encounter stubbornly
resistant to correction, even after being presented with reliable, verifiable facts. Once a
false claim has taken root in our minds, debunking alone may not be sufficient to eject
it, leaving the door open for the continued propagation of misinformation [16]. In the
ongoing struggle against online misinformation, above common debunking methods,
Google implemented innovative solutions for prebunking. Jigsaw, a division within
Google focused on counteracting threats to open societies, has joined forces with leading
scholars from the Universities of Cambridge, Bristol, and American University to
explore the effectiveness of this approach. By addressing the problem at its source, this
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technique offers a glimmer of hope in combating the pervasive influence of deep fake
and disinformation campaigns. The effectiveness of prebunking in various contexts (as
demonstrated by research [5-14]), serves as an encouraging result that decreases the
impact of online disinformation and, in turn, shields those consumers that are most
susceptible to its negative effects [15].

Within this paper we define the general concept of prebunking, explore the
applicability of the prebunking in cybersecurity, discuss cyber threats and Al-generated
disinformation, cyber-defense measures and deep fake detector tools as well as proactive
strategies of prebunking and its application in enhancing consumers’ cyber hygiene and
best practices. We also explore its theoretical foundation, as well as various proactive
instruments as effective defense mechanisms against disinformation, fake news, and
cyber threats. Within this paper, we also aim to explore how prebunking can be used to
improve consumers' cyber hygiene by attending culturally tailored cyber awareness
training classes, ethical phishing simulations, and extended national campaigns.

2. CYBERSECURITY AND AI-GENERATED THREATS

Cybersecurity threats have grown increasingly sophisticated and widespread.
Among the most common threats are phishing, malware, identity theft, and the spread
of fake news.

2.1. Cybersecurity threats

Phishing is a subcategory of the social engineering attack that uses deceptive
messages (sent by email, SMS, voice calls, WhatsApp, QR codes) or websites to deceive
consumers into divulging sensitive personal data. It is a ubiquitous and continually
evolving threat that exploits human psychology to steal sensitive information. By
understanding its characteristics and implementing comprehensive security measures,
consumers can reduce the hazard of falling victim to such attacks. Malware, is another
prevalent threat, as malicious software can infect computers or smart devices to steal
data or disrupt system functions by compromising data integrity and system
functionality. Identity theft represents stealing and exploiting personal information for
financial gain or to commit other crimes. Identity theft causes significant financial and
reputational damage to victims.

Fake news is intentionally false or misleading material presented as news to
manipulate public opinion. It is created to influence public opinion, deceive readers, or
generate financial gain through advertising revenue [17,18].

2.2. Al-generated digital content as potential threats

As Al continues to advance at a fast speed, the specter of Al-generated
disinformation has emerged as a genuine cause for concern among researchers and
experts. Al models can now generate massive content with little to no human
involvement, posing a grave threat to the integrity of information online. Al-generated
disinformation (text, audio, images, or video - figure 1) is a rising and worrying trend
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that must be under continuous surveillance and closely monitored before it becomes a
significant part of the disinformation landscape. There have been several alarming
instances that serve as a reminder of the growing potential for Al to be weaponized by
malicious actors in the disinformation arena. [15].

Private Al-generated text, that is not examined based on a reliable external
verification tool, poses a risk of directly exposing consumers to incorrect or misleading
information. This danger is especially acute when Large Language Models (LLMs) rely
on controversial datasets and lack strong safety guard mechanisms.

Fig.1. Examples of Copilot Al generated images

On the other hand, public disinformation that is publicly shared Al-generated
text poses a more traditional disinformation threat. As the European Digital Media
Observatory (EDMO) underlined [19], there is a particular risk, since consumers tend to
believe that answers from chatbots based on LLMs are the most correct ones, and not
just a convincing one. Just like any technology, LLMs can be exploited for harmful
purposes. Cybercriminals could manipulate them to spread misinformation or create
toxic content, therefore, storing LLM queries online could lead to accidental exposure
or hacking, potentially compromising sensitive information.

In Al-generated images, some common evidence points to the images being not
real but created with Al technology because of the details of the image itself: hands with
fingers and nails not well undefined, both eyes even and perfectly shaped, other body
parts and objects’ shapes, and shades that are often weird, if not completely unreal [20].
The most common Al-generated images are old images that are altered to mislead
consumers in a way to get the impression of being related to current events. Because of
their quality, Al-generated images should be relatively easy to spot for experts, but also
for consumers to allow quick and effective detection and debunking, especially when an
advanced method like prebunking is used as a proactive measure. Al-generated audio
poses a scary challenge in the fight against disinformation[21]. Without the visual signs
that often aid in discerning synthetic content, it becomes increasingly difficult for the
average consumer to differentiate between human and Al-generated audio. Even
advanced detection tools struggle to identify the synthetic nature of such content. This
growing capability of Al-generated audio to seamlessly balance in with genuine human-
generated audio presents a significant threat to the integrity of data and threatens to
exacerbate the already pervasive issue of disinformation [22]. The rapid advancement of
Al-generated video technology has led to the creation of tools that produce increasingly
realistic and convincing videos. A notable example is the upcoming Sora by OpenAl,
which can generate videos from simple text prompts [23].

This development raises significant concerns about the misuse of Al-generated
videos for spreading misinformation. The difficulty for average consumers in
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distinguishing between Al-generated and real videos further intensifies the threat posed
by this evolving technology.

3. CYBER-DEFENSE MEASURES AND DEEP FAKE DETECTOR
TOOLS

Traditional cybersecurity measures, play critical roles in protecting against
cyber threats, being essential to protect networks, systems, and data from cyber-attacks.
The most effective cybersecurity measures are Security Information Event Management
(SIEM), firewalls, antivirus, and anti-malware software, multi-factor authentication
(MFA), strong passwords, encryption, Intrusion Detection and Prevention Systems
(IDPS), operation system updates (OS updates), and regular software updates. This
classification of cybersecurity measures are presented in Figure 2.
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Fig.2. Cybersecurity measures for consumers

SIEM systems offer real-time analysis of security alerts generated by
applications and network hardware. They collect and analyze data from various sources
to detect suspicious activity. Splunk, IBM QRadar, and Microsoft Azure Sentinel are a
few examples of SIEM solutions for monitoring, searching, and analyzing machine-
generated big data, integrating security intelligence and event monitoring to provide real-
time visibility and actionable insights. Firewalls are network security means (software
and/or hardware) that monitor In/Out network traffic based on security rules. They act
as a barrier between a trusted internal network and untrusted external networks, such as
the Internet. For example, network-based firewalls protect entire networks by filtering
traffic at the network perimeter and host-based firewalls protect individual devices by
filtering incoming and outgoing traffic. Antivirus and anti-malware software are
programs designed to detect, prevent, and remove malicious software. They regularly
scan systems for known malware and provide real-time protection. Norton Antivirus
offers extensive protection against viruses, malware, spyware, and phishing attacks and
Malwarebytes provides advanced protection against malware, ransomware, and other
online threats. MFA enhances security by requiring two or more verification methods to
gain access to resources. This often includes something the user knows (password),
something the user has (security token), and something the user is (biometric
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verification). Google Authenticator generates Time-based One-Time Passwords (TOTP)
for MFA and Duo Security provides two-factor authentication with a second factor
delivered via mobile devices [24].

Strong passwords are essential for defending accounts and personal data from
unauthorized access. A strong password should be at least 12-16 characters long (since
longer passwords are more secure), and use a mix of uppercase and lowercase letters,
numbers, and special characters (e.g., !, @, #, $, %).

Consumers should use different passwords for different accounts to prevent a
security breach on one account from compromising others and avoid using easily
guessable information such as names, birthdays, common words, or simple patterns (e.g.,
123456, admin, gwerty). Using a paraphrase, which is a sequence of random words or a
sentence that is easy to remember but hard to guess is also a good idea. Consumers
should use a password manager to generate, store, and manage passwords securely such
as LastPass, 1Password, and Dashlane.

Encryption is converting data into a coded format to prevent unauthorized
access. It ensures that only authorized parties can read the data. Advanced Encryption
Standard (AES) is widely used as a symmetric encryption algorithm for securing data
and Secure Sockets Layer/Transport Layer Security (SSL/TLS) are protocols for
encrypting data transmitted over the internet. IDPS are systems that monitor network
and system activities for malicious activities or policy violations and can take action to
prevent or mitigate attacks.

Snort is an open-source intrusion detection and prevention system (IDPS) that
analyzes network traffic for signs of attacks and Palo Alto Networks offers integrated IDPS
capabilities within its next-generation firewalls. Keeping operating systems (OS) and
software updated with the latest patches helps protect against known vulnerabilities that
attackers can exploit. Windows update automatically delivers security patches and updates
to Microsoft operating systems and patch management solutions are tools like Ivanti and
ManageEngine help automate the patching process across various platforms [25].

Natural language processing NLP are tools that analyze and understand the
sentiment, context, and semantic structure of text. They can be used to identify potential
misinformation in text content. Al fast-checking tools cross-reference the information in
the text with a database of verified facts to identify potential misinformation. Fast-
checking tools that allow to testing of different types of digital content (text, image, audio,
and video), is a proactive defense method against cyber threats and fake news. Audio
analysis tools refer to speech-to-text conversion and speaker recognition. Speech-to-text
converts spoken words into written text that can then be analyzed using NLP and fact-
checking tools. Speaker recognition tools can identify the speaker based on their unique
vocal characteristics, being used to verify the authenticity of the audio content. Deep fake
audio detectors are tools designed to identify and mitigate the impact of synthetic audio
created using artificial intelligence techniques. These detectors are increasingly crucial as
deep fake technology becomes more sophisticated and widely accessible.

Popular deep fake audio detection tools are Resemble Al [26] which detects
deep fake audio by analyzing the characteristics of the audio files, Pindrop which uses
machine learning and signal processing techniques to analyze the audio and identify fake
or tampered files.
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Video analysis tools consist of video recognition and deep fake detection. Video
Recognition can analyze video content to identify objects, people, text, scenes, and
activities. They can also detect any modifications made to the video. Deep fake video
detectors are tools and technologies designed to identify and mitigate the impact of
synthetic videos created using artificial intelligence techniques. As deep fake video
technology becomes more sophisticated, the importance of these detectors is growing in
fields such as media, security, and public safety. Deepfake Detection uses Al to detect
deep fakes - manipulated videos that are often used to spread misinformation [27].

Various tools are very helpful in identifying and debunking misinformation.
Deepware Scanner is an app that can detect deep fake audio and video by analyzing
digital media for signs of manipulation and FakeCatcher, developed by Intel, detects
deep fakes by analyzing subtle changes in facial blood flow that are not present in
synthetic media, applicable to both audio and video [28].

FaceForensics++ is a large-scale dataset and benchmark for detecting
manipulated facial imagery, which can be used to train and evaluate detection models
[29]. DeepFacelLab while primarily a tool for creating deep fakes, it includes features
that can help identify synthetic videos by analyzing the artifacts left by its own
generation process. TruePic provides solutions for authenticating images and videos,
ensuring they have not been tampered with. Sensity Al (formerly Deeptrace) offers a
deep fake detection platform that leverages machine learning to identify manipulated
videos across various media [30].

Several platforms adhere to the International Fact-Checking Network’s codes of
principles that examine all parties and sides, examine discrete claims and reach
conclusions, track political promises, are transparent about sources and methods,
disclose funding/affiliations and their primary mission is news and information. Snopes
is one of the most popular fact-checking platforms and PolitiFact is a fact-checking
website that rates the accuracy of claims by elected officials and others.

These useful platforms are: Annenberg Public Policy Center, which consistently
produces high-rated articles, Reuters Fact Check operated by the international media
agency Reuters, the Washington Post’s dedicated fact-checking platform, the fact-
checking platform by the Associated Press, the international media agency France-
Presse, Africa’s first independent fact-checking organization with offices in Kenya,
Nigeria, South Africa, Senegal, and the UK, a West African independent verification
and fact-checking project and the first fact-checking platform in Catalonia [31].

4. PREBUNKING PROACTIVE STRATEGY

The "prebunking™ approach comprises three main key stages (figure 3). First, a
warning is issued to inform consumers of potential attempts to manipulate them and their
information ecosystem. Next, a "microdose" of the false narrative is administered,
similar to a vaccine, allowing consumers to recognize and identify similar narratives in
the future. Finally, a comprehensive repudiation of the false claims, debunking them
with factual information, completes the process. This three-pronged approach seeks to
create a psychological "immunity" against the spread of disinformation [32].
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Fig.3. Key stages of prebunking approach

Education has always been a proactive tool for solid preparation in any area,
therefore, consumers participating in cybersecurity threats awareness training sessions
is one of the most effective tools for a reliable, consistent result. Therefore, consumers
who are exposed to prebunking interventions can be better equipped to identify and resist
phishing attempts and misinformation. For example, a study revealed that prebunking
messages significantly improved participants' ability to discern fake news [33, 34].
These findings recommend prebunking as an effective tool for enhancing cyber
awareness among consumers.

The most common threats used for simulation can be ethical phishing and fake
websites. Instead of waiting for users to fall for phishing scams, prebunking can involve
showing them examples of how phishing emails look and explaining the tactics attackers
use (such as urgency or fake links). By learning these tactics in advance, users are better
prepared to identify phishing attempts in real-world situations. Consumers can also visit
fake websites examples as fraudulent websites or pages designed to steal personal
information. The training sessions must cover detailed explanations of how attackers
create legitimate-looking sites and offer tips to spot inconsistencies or red flags.

Several companies provide applications (free or by subscription) that can be
customized to mimic real-world attack scenarios, with some sophisticated tools that offer
phishing, and smishing simulations, as well as employee progress evaluation reports.
Some of the most advanced examples are Infosec 1Q’s, Gophish, LUCY — a social
engineering platform, SpeedPhish Framework (SPF), TrustedSec with the Social-
Engineer Toolkit, Phishing Frenzy with penetration testing tools, Usecure with the
uPhish platform that provides detailed analytics and reports to quantify employee
progress, Sophos Phish Threat, and so on [24]. Ethical phishing simulations prove highly
effective, particularly when organizations deploy these tests to employees regularly.
With consistent phishing simulations, employees become better at identifying the
indicators of phishing attempts and are more likely to report them to the organization,
thereby reducing the probability of successful attacks (Figure 4). Regular campaigns, as
a prebunking method of cybersecurity awareness training, must be consistently effective
for both consumers and employees.

Cybercriminals often exploit psychological triggers, like fear, greed, or urgency.
Prebunking can teach users about social engineering techniques (e.g., phishing, baiting,
and pretesting) by explaining how attackers use these tactics to manipulate behavior. By
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knowing these strategies in advance, users are more likely to think critically when
confronted with suspicious requests. Consumers can be exposed to interactive, realistic
simulations where they encounter cyber threats in a controlled environment. They would
be taught how attackers might try to deceive them and how to respond before facing the
actual risks. This training could simulate ransomware attacks, malware downloads, and
credential theft attempts, building users' defenses against these threats. Prebunking can
debunk common cybersecurity myths (e.g., "I’m not important enough to be hacked," or
"I have antivirus software, so I'm safe") before these misconceptions lead to risky
behavior. By addressing these beliefs ahead of time, users are more likely to adopt safer
practices online. Similar to how prebunking combats misinformation, it can inoculate
consumers against common scams, such as tech support fraud or online shopping scams.
Training could expose consumers to typical scam formats and show how scammers
operate. The core of prebunking is providing consumers with the tools to detect threats
on their own. By educating them about the evolving tactics of cybercriminals, they
become more resilient to attacks and can make smarter decisions without having to rely
on constant updates or reminders.

Prebunking proactive strategies consists of nine blocks: Educational Games;
Videos and Infographics; Browser Extensions; Social Media Campaigns; Interactive
workshops; Automated Alerts and Fact-Checking Bots; Media-Literacy Programs;
Prebunking Newsletters as presented in Figure 4.

EDUCATIONAL
GAMES

PREBUNKING VIDEO AND
NEWSLETTER INFOGRAPHICS
i
MEDIA LITERACY BROWSER
PROGRAMS EXTENSIONS
PREBUNKING
KEY STRATEGIES
FACT-CHECKING &~ \ SOCIAL MEDIA
BOTS CAMPAIGNES
AUTOMATED INTERACTIVE
ALERTS WORKSHOP

Fig.4. Prebunking proactive key strategies

Educational Games

By interactively engaging consumers, games like "Bad News" [36] and "Go
Viral!" [37] build awareness of common deception strategies and improve critical
thinking skills [35]. They simulate the experience of creating fake news, helping players
recognize common manipulation tactics, and allowing consumers to experience how
misinformation is created and spread. Education lays the foundation for effective adult
behavior in any field, and prebunking, as well [38].

Videos and Infographics

Prebunking infographics are visual representations that combine text and
graphics to convey information about misinformation and how to identify and counteract
it. Visual and easily digestible content can quickly educate a broad audience, making
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complex concepts more understandable and unforgettable. Therefore, engaging videos
and infographics that explain how to recognize phishing emails, fake news, and other
forms of cyber deception is some of the most effective methods used in prebunking. In
February 2024, The Federal Trade Commission (FTC), USA, proposed an amendment
to the Impersonation Rule to protect consumers against deep fake scams that leverage
Al technology. This amendment underscores the FTC's dedication to safeguarding
consumers from the potentially devastating consequences of Al-enabled impersonations.
By holding parties accountable for the misuse of their products and services, the FTC
aims to discourage future acts of deep fake fraud and maintain the integrity of digital
identities [39].

Browser Extensions

By alerting consumers to potentially misleading content as they browse, these
extensions offer immediate, practical guidance to help consumers avoid cyber traps.
Tools like "NewsGuard" and "Fakey" help consumers identify credible sources and
understand the reliability of the information they encounter online by providing real-
time information about the credibility of websites and news articles These extensions
allow real-time prebunking by alerting consumers to potentially misleading content
before they engage with it.

NewsGuard is a service that assesses the credibility of news and information
sources to help consumer s navigate the digital landscape and avoid misinformation. It
monitors and flags misinformation trends, including Al-generated content and false
narratives. For example, it has identified over 950 websites that produce content with
little to no human oversight, which are often prone to spreading misinformation. They
also maintain databases like the Misinformation Fingerprints catalog, which tracks
provably false narratives circulating online [40].

Fakey is an interactive news literacy game developed by Indiana University to
help consumers identify and debunk fake news on social media platforms. The game
simulates a social media news feed, presenting players with a mix of legitimate news
articles and those that are false or misleading. Consumers are invited to decide whether
to share, like, or fact-check each post, receiving immediate feedback on their choices to
help them learn from their mistakes and improve their media literacy skills. The game is
designed to be engaging and fun, making the process of learning about news literacy
enjoyable. Players receive feedback on their decisions, which helps them understand the
nuances of identifying credible sources versus misleading ones. It represents an
innovative approach to combating misinformation by combining education with
gamification, making it an effective tool for improving news literacy in an engaging
manner [41]. Platforms can integrate prebunking into their content moderation systems.
For example, YouTube has experimented with displaying information panels from
authoritative sources when consumers search for topics prone to misinformation, like
vaccines or climate change

Social Media Campaigns

Leveraging the extensive reach of social media, these campaigns can quickly
disseminate prebunking information to large and diverse audiences. Social media
platforms can run targeted prebunking campaigns, displaying posts or ads that educate
consumers about common misinformation tactics. Social platforms like Meta, Instagram,
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or Twitter can push prebunking messages or educational content to consumers based on
their activity and the type of information they are likely to encounter.

The BBC launched the campaign "Get Your Facts Straight” to educate
consumers on how to spot fake news through infographics, articles, and videos. The
campaign included tips on verifying sources, checking for biases, and understanding the
difference between opinion and fact [42]. Google’s “Be Internet Awesome” initiative
primarily focused on internet safety for kids; this campaign includes modules on
recognizing misinformation. It uses interactive games and activities shared on social
media to teach critical thinking skills [43]. The "Pause " Initiative by the United Nations
uses social media platforms to spread awareness about misinformation related to
COVID-19. It includes myth-busting posts, educational videos, and collaborations with
influencers to reach a broader audience [44]. The campaign "Think Before You Share"
by the European Commission focuses on the importance of verifying information before
sharing it online. It uses a mix of videos, infographics, and interactive content to educate
consumers on common misinformation tactics [45].

Interactive workshops

Prebunking interactive workshops are an effective method to educate consumers
about the tactics and strategies used in misinformation and build their resilience against
such content. These workshops aim to provide participants with the skills to recognize
and critically evaluate information, making them less susceptible to false information.

Automated Alerts and Fact-Checking Bots

Bots like "Botometer" and various fact-checking bots can analyze social media
posts in real-time, providing messages or flagging misleading content before it spreads
widely, being powerful tools in the fight against misinformation. They leverage artificial
intelligence (Al) and NLP to identify and counter false information in real time [46].
Being a proactive strategy that aims to inoculate people against harmful actions by
exposing them to the techniques used to deceive them “in advance”, prebunking can be
applied in cybersecurity awareness training for consumers. This concept, when applied
to cybersecurity domain, can help consumers better recognize and avoid threats.

5. CONCLUSIONS

This Prebunking, a proactive strategy based on inoculation theory, has solid
grounds to emerge as a promising approach to enhance cyber awareness and resilience
among digital consumers. By inoculating consumers against potential cyber threats,
prebunking can reduce the possibility of efficacious cyber-attacks. Prebunking can be
integrated into existing cybersecurity awareness training programs and extended
campaigns, providing consumers with the tools to identify and resist proactively to
different forms of cyber threats. Organizations deploy simulated ethical phishing
campaigns and misinformation exercises regularly to reinforce these skills and maintain
high levels of cyber awareness. Such training awareness strategies and campaigns should
be conceived for consumers, as well. As cyber threats continue to evolve, innovative
strategies like prebunking are essential in safeguarding consumers and maintaining trust
in the digital ecosystem. There are several methods and tools that can assist consumers
in testing, identifying, recognizing, and defending against cyber misinformation and
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cyber threats, ultimately creating a more informed and resilient digital community. As a
result of this study, we have defined the key stages of the prebunking approach. We also
designed the prebunking proactive most effective strategies that consist of nine blocks:
Educational Games; Videos and Infographics; Browser Extensions; Social Media
Campaigns; Interactive workshops; Automated Alerts and Fact-Checking Bots; Media-
Literacy Programs; Prebunking Newsletters. The positive impact of prebunking on
consumer cyber awareness can have several implications. Organizations and
policymakers should consider incorporating prebunking strategies into their
cybersecurity education programs. By proactively equipping consumers with the skills
to identify and resist cyber threats and misinformation, prebunking can enhance overall
cybersecurity.

We also concluded that the impact of misinformation, and phishing attacks can
be efficiently reduced by adapting content to specific audiences, using clear language,
and engaging consumers across multiple platforms therefore, future studies will
investigate the scalability of prebunking interventions and their effectiveness across
different cultural and demographic contexts.
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