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Fig.9. SCADA experiments main window developed in Winlog

4.1 Busbar standard operation implementation
Next figure shows the main SCADA window.

Fig.10. SCADA experiments for basic operations

According with the objectives we will supply/ disconnect the power to the
underground cable and to the local consumers, independently each other, focusing on
the order how to operate devices (insulation breakers (89)- Q1- Q4, power breakers
(52)- K1- K4).
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A connection point is always composed by one device 89 and one device 52.
They are interconnected (according with the law procedures) for correct operation
order.
The operation order in one connection point is:
- Closing operation: close 89 than close 52
- Opening operation: open 52 than open 89.

The results are show in next table (by following software implemented
procedure).
Closing K1 is on the | --======
software :

Close Q3, after that close
K3

In the similar way, the operation of second busbar is controlled by the
software. Next figure shows the interface for load supplying in above mentioned
conditions.
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Fig.11. SCADA experiments for basic operations for load supplying
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4.1. Busbar operation implementation for non-interruptible power supply
and reserve ensuring

Next figure shows typical interface.
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Fig.12. SCADA experiments for non-interruptible supplying
5. CONCLSIONS

The designed SCADA follows the typical power system regulations.

The double system is used to bring to the busbar system power from one/more
power supplies through two different power circuits.

The busbar system (simple or double) is a system that defines the voltage lines
circuits. It is used to connect/disconnect lines from the voltage presence point of view.
A double system creates double line circuits.

The exercise in repeating operations from the previous experiments and
continues with power transfer from main busbar to the transfer busbar. The first
conclusion is that the order of operating breakers (52 and 89) at busbar level must be
always followed.

This operational procedure is transferring the power from main busbar to the
transfer busbar by interrupting the power at the load level- this procedure can be used
only for the consumers that allow this situation. It is never recommended to be used to
supply the consumers where interruption of the power will produce significant losses
or victims (hospitals, metallurgical, or transportation industry).

This operational procedure is transferring the power from main busbar to the
transfer busbar with continuous the power at the load level- this procedure can be used
only for the consumers that allow this situation- being very expensive. It is
recommended to be used to supply the consumers where interruption of the power will
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produce significant losses or victims (hospitals, metallurgical, or transportation
industry).
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PRACTICAL METHOD FOR DETERMINATION THE
WAVEGUIDE IMPEDANCE USING SMITH CHART

DOBRA REMUS!, RISTEIU MIRCEA?, ALDEA MIHAELAS,
GEORGETA BUICA*, PAULA CAMELIA STOICA?

Abstract: The Smith chart is a graphical tool for determination of the reflection
coefficient and impedance along a transmission line. The paper presents a practical method for
determination the waveguide impedance using Smith chart in a waveguide. From calculating the
reflection coefficient and impedance at various points on a transmission line to designing the
matching network of a microwave system. The Smith chart is a handy tool that is even included
in lots of modern computer-aided design software and test equipment. The Smith chart is based
on a polar plot of the complex reflection coefficient I'(x) overlaid with the corresponding
impedance Z(x). A simple transformation is presented which permits the direct use of the standard
Smith chart in the study of transmission lines and waveguides.

Keywords: Voltage standing wave ratio, waveguide impedance, reflect, matched lines,
Smith chart, waveguide.

1. STANDING WAVE RATIO FUNDAMENTALS

This experiment studies a method to determine the impedance of a waveguide
mismatched terminating the line. A mismatched terminating line occurs when a
waveguide line is terminated with load impedance with different value than the line's
characteristic impedance value [12].

The unknown impedance can be determined by using the Smith chart. In order
to get the parameters for Smith chart some processing action should be done by
evaluating the standing wave in different situations (without and with unknown
impedance) [3], [7]. Typical standing wave is shown in figure 1.
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Toward the generator Toward the load
Voltage
VS“‘R V?i’i”R ‘ (I/)g
(l;;"a,\'t) V.o short unknown load
shor max

Position of
the load

Vmiu
(short)

Distance
(mm)

1 1
1 A 1 v d / \
: 2 : = First Minimum First Minimum
position with position with load
short (fowards generator)

Fig.1. Standing waves on the waveguide line: with shorting plate and with unknown load

By connecting the shorting plate, we identify the first minimum position of the
standing wave (d1) with the shorting plate inserted, see figure 1.

By disconnecting the shorting plate and connecting the unknown impedance
(figure 1), we identify the first minimum position (d2) and measure the Voltage Standing
Wave Ratio (VSWR), with the load, see figure 2.

The unknown terminating impedance can be determined by measuring standing
wave ratio and the distance (d) of a convenient minimum (or maximum) from the load.

—_ Vmax _ 1_|F|
VSWR = -max_ — i (D

Vinin

Where: Vmax, Vmin are pick values of Voltage Standing Wave Ratio.

In a waveguide line with the characteristic impedance of Z,, the reflection
coefficient (absolute magnitude IT'l) between the incident and the reflected signal is
defined as [2], [5]:

VSWR-1
Irl= VSWR+1 @)

r=|r|-er 3)
Where: T- is the complex reflection coefficient
Or- is the angle of reflection coefficient (degrees)
Using the graphical representation of Smith chart, the load impedance can be
determined (load resistance Ry, and load reactance X1) with next equation.
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Zp, =Ry, +jX, 4)

The Smith chart coordinates give the normalized impedance z; (resistance and
reactance).

ZL
=2z, = Z (5)
For this experiment, the chart coordinates are normalized to Z, = 50Q (the
characteristic impedance of the waveguide).
The value calculation starts from the standing wave processing. To read the
standing waves we use the waveguide slotted line and to determine the impedance of the
unknown load we use the slide screw tuner, as shown in figure 2.

|
_.L_ (ﬂ).\

|
Wavewguide line € s ol I
Unknown
impedance
VY 7
Generator R

Toward the generator

Fig.2. Schematic diagram for impedance measurement

The most common orientation of the Smith chart places the resistance axis
horizontally with the short circuit (SC) location at the far left. There's a good reason for
this: the voltage of the reflected wave at a short circuit must cancel the voltage of the
incident wave so that zero potential exists across the short circuit. In other words, the
voltage reflection coefficient must be -1 or a magnitude of 1 at an angle of 180 degrees.
Since angles are measured from the positive real axis and the real axis is horizontal, the
short circuit location and horizontal orientation make sense [1], [4], [9].

The waveguide post or screw is made from a conductive material. To make the
post or screw inductive, it should extend through the waveguide completely contacting
both top and bottom walls. For a capacitive reactance the post or screw should only
extend part of the way through.
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2. WAVEGUIDE IMPEDANCE RESULTS

Ensuring there is a good match between a waveguide and its source and load is
essential if the waveguide is to provide optimum operation within and system and ensure
that the benefits of its low loss are to be utilised properly [6], [8]. The different methods
of providing a good impedance match can be used, the particular approach being
dependent upon the system requirements.

m " 220Vac

Frequency selective amplifier

Microwave signal source

DL 25944

DL 2594.3

Coaxial adapter Variable atenuator

DL2594.8ﬁ

) DL 2594.7
s ) 1] —
:l: s\‘. 3 r—}i :t '

® [ Matched
| Termination

Slotted line

Slide Screw Tuner

Fig.3. Diagram for measuring unknown impedance (with shorting plate)

Next figure shows the topographical situation for the experiment

Fig.4. Real representation of the experiment (with load)

The combination of the screw tuner head and the position of the probe cause a
reflection in the waveguide at a specific amplitude and phase [10], [11]. Relation
between probe's depth and screw tuner scale [mm] is shown in table 1.
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Table 1. Relation between probe's depth and screw tuner scale
screw tuner scale 3 5 7 9
probe's depth [mm] 7 5 3 1

' v
LY ]
A

screw tuner
head

screw
tuner
scale 7

5 : : : scale 3

Fig.5. Real representaﬁo of the screw tuner scale

By moving slotted line- mobile part to the left we will find the first minimum
position Vminyeag. The measured value is 180mV.

Fig.6. Meaéuring the minimum voltage

By moving slotted line- mobile part to the left we will find the first minimum
position Vmaxi..d. The measured value is 680mV. The standing wave ratio is:

VSWR = Vmax_ _ 680mV
Vinin 180mV

=3.77 (6)
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Fig.7. Measuring the maximum voltage

The wavelength toward generator coefficient is:

d 8.6
3 =30 =021 (7)

The reflection coefficient (absolute magnitude IT" |) is:

_ VSWR-1 _ 3.77-1 _

Irl = VSWR+1 ~ 3.77+1

0.58

@®)

Draw a straight line from the point d/Ag calculated to the center of the drawn
VSWR circle. The intersection of the circle and the straight line represents the
normalized load impedance (Zvr).

From the intersection point (Zr) read the correspondent value of horizontal axis
of resistance component (real part of the impedance), by following the closed circle
segment to the horizontal line - record the value.

From the intersection point (Zr) read the correspondent value from circle of
inductive reactance component (imaginary part of the impedance) by following the
closed circle segment to inductive reactance component circle - record the value.

For the screw tuner head on position 3 (7mm depth)

The normalized impedance is (Zr= R+j-X):

=2z, =1.6+j0.5 9

The load impedance is:
zL=§—s=>zL=50-zL (10)
Z;,=50-(1.6+j0.5) =80 +j25 (11)

By reading the intersection of the straight line with the angle of reflection
coefficient circle, this it will be:
GR =29
(12)
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The complex reflection coefficient is:
T'=1I| e/ =0.58-¢/2° (13)

e/?2 =c0s29° +jsin29° = 0.78 + j0.48 (14)

= T = 0.28(0.78 + j0.48) = 0.21 + j0.13 (15)
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Fig.8. Processed Smith chart diagram for impedance calculation (Screw tuner head on 7 mm

depth)

The Smith Chart allows easy calculation of the transformation of a complex load

impedance through an arbitrary length of transmission line.
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Fig.9. Processed Smith chart diagram for impedance calculation (Screw tuner head on 3 mm
depth)

The Smith Chart works with normalized impedance and admittance, where
normalization is made with respect to the characteristic impedance of the transmission
line.

By plotting the normalized load impedance on a Smith Chart, the input
impedance as a function of line length can be found. The Smith Chart also provides the
value of the reflection coefficient, power delivered to load, as well as the voltage
standing wave ratio (VSWR). Distance measurements are given in terms of wavelengths.

4. CONCLUSIONS

With slotted line module we have study the standing wave in two cases- using a
shorting plate (zero impedance of the load) and using a waveguide with unknown
impedance.

By using the relationships between standing waves and frequencies, using
slotted line module we calculate minimum and maximum voltages, used to calculate
VSWR. With these values and using Smith chart, we calculate impedances and reflection
coefficients.
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ANALYSIS OF FILTERING AND CORRECTION OF THE
POWER FACTOR IN DISTORTED BALANCE

FLORIN GABRIEL POPESCU!, DRAGOS PASCULESCU? MARIUS
MARCU?, RAZVAN SLUSARIUC*, GEORGETA BUICAS, TEODORA
LAZARS®

Abstract: The paper presents an analysis of the filtering and correction of the distorted
steady state power factor. Due to the example analyzed, it was observed that in the distorted
steady state, if the inductances and capacitances of the passive filters are properly sized, it is
possible to obtain two additional effects in addition to the harmonic filtering for which they are
used, namely the correction of the common power factor at 50 Hz and further reduction of the
total current flowing through the network and of the total THD, which means a reduction of the
distortion of the waveform of the current itself.

Keywords: Analysis, correction, filters, THD, power factor.

1. INTRODUCTION

Current applications for installation engineering frequently involve the presence
of nonlinear loads that generate current harmonics, and therefore it may be necessary to
correct the non-sinusoidal steady state power factor. When the presence of harmonics
reaches an unacceptable level and consequently the adoption of LC filters is to be
envisaged to compensate for one or more of them, the simultaneous suitability of such
filters to correct the power factor at the fundamental frequency may be exploited: if
properly sized, they can deliver all the required reactive power, thus avoiding the
installation of dedicated capacitor banks [2], [7], [13].

Here are analysed and developed such operating conditions and the relevant
sizing of the filter, also through an application example; to this end, a preliminary
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introduction is made to some formulas and definitions of quantities useful for the
analysis under consideration [4], [10].

2. QUANTITY ANALYSIS IN DISTORTED EQUILIBRIUM

A periodic, generally continuous and limited quantity can be developed in a
Fourier series according to the following relation:

f(x)=%+i(an'cosnx+bn~sinnx) (1)
n=1

where the first term of the right limb represents the average value of the function in
period T, it is:

—=—Jf(x)-dx (2)

as the coefficients are calculated a, and bn of the series of:

2% 27
an:?!f(x)-cosnx-dx bnz?'([f(x)-cosnx-dx 3)

The Fourier series development can also be expressed in terms of cosine only as
follows (in the temporal domain):

a 0

f(t):?°+ZAk-cos(ka)t—l9k) 4)
k=1

Switching from general quantities to alternating electrical quantities (average

a . ) e
value zero ?O = () such as voltage and current, these, in a distorted state of equilibrium,

can be expressed in the harmonic series with frequencies that are multiples of the
fundamentals according to the following relations:

=S V2 Y, cos(kar-8,) =Y N2 1, -cos(kat-9, ~9,) ®
k=1 !

whose phase values RMS are defined as the square root of the sum of the squares of
the values RMS of unique harmonics:

= [Sw 1= 31 ©)
k=1 k=1
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In order to obtain information on the harmonic content of voltage and current
waveforms and to take action if these values are high, the total harmonic distortion
THD is defined:

2L 2V
THD, = = THD, == (7)

1 1

If THD; < 10% and THDy < 5%, the harmonic ratio is considered low and

thus no action will be taken, whereas in the opposite case one or more filters must be
used for higher amplitude harmonics so that the values of the harmonic distortion ratios
can be brought back to acceptable limits [1], [15], [18].

3. POWERS IN DISTORTED EQUILIBRIUM

In distorted equilibrium conditions, an extension of the sinusoidal steady-state
powers is possible. In fact, the total apparent power S, the index of the thermal stress of
an electrical component in a three-phase system, is defined as follows:

S=3.7-1=3 31231 (8)
k=1 k=1

Given the presence of voltage and current harmonics added to the fundamental
harmonic, the expressions for active power P and reactive power Q become:

P=3-ZV,‘,~1k‘COS(pk Q=3-ZVk‘Ik~sin(pk )
k=1 k=1

Apparent power A is given by the following relation:

a={P+0’ (10)

This power differs from the total apparent power S defined in relation (9); in
particular, the following relationship applies:

S*=P*+0*+D’ (11)
where D is the distortion power and takes into account the distortion of voltage and
current waveforms. The sum of the squares of the reactive power Q and the distortion

power D gives the square of the non-active power N:

N*=Q*+D? (12)
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which is defined as "inactive" because it is given by the difference between the squares
of the total apparent power S and the active power P:

N>=8*-P? (13)

To explain this concept it is possible to give the graphical interpretation of figure
1, which is a three-dimensional extension of the two-dimensional triangle of power in
the sinusoidal steady state. As can be seen, P, Q and D are the vertices of a parallelepiped
whose main diagonal is S, A is the diagonal of the face having its edges P and Q, and N
is the diagonal of the face whose edges are Q and D [6], [14], [17].

‘P A,

2 ——

N

Fig.1. Three-dimensional extension of the two-dimensional triangle of power in the sinusoidal
steady state

Along the supply line of a load operating with an active power P in a distorted
steady state, the current defined in relation (6) flows with a voltage defined in the same
formula; Consequently, the total phase shift factor (cos ¢ ) between the active power P

and the total apparent power S, occurring in the network is given by the relation:
P
cosgp=— (14)
/ S

In the correction of the power factor, reference is made to this displacement
factor by setting a target value of 0.9; thus, with the same value of the active power
attracted by the load, the total apparent power (and, consequently, the current flowing)
appeared in the network decreases [3], [11], [16]. The total displacement factor is an
extension to the distorted equilibrium state of the normal power factor of the sinusoidal
equilibrium state, which also results in this case:

P
cosQp =— 15
@ y (15)
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If there were no distortions of the voltage and current waveforms, the factors
appearing in the two equations above would coincide; on the contrary, in the presence
of harmonics, they differ and the following relation is valid:

COS¢ = CcOoS@-cosy (16)
in which the distortion factor cosy takes into account the presence of distortion power
and is defined as:

A
cosy =— 17
v S (17)

4. L-C FILTERS THAT FUNCTION AS CAPACITORS

Consider a branch of a passive L-C series filter resonating at a set frequency and
graphically represent, as shown below, the capacitance and inductance of the reactance
as a function of frequency, see figure 2.

—_— X

f
Fig.2. A branch of a passive L-C series filter resonating at a set frequency

As shown in the graph, it can be seen that below the resonant frequency

re 1
" 2.xAL-C

reactive power prevails over the drawn one:

capacitive reactance predominates and consequently the generated

Q:QL—QC:w'L~12—a)17-]2<O (18)

Therefore, by using passive filters for harmonic filtering at resonant frequencies,
the correction of the power factor at lower frequencies is obtained, and this effect is taken
into account for the sizing of the capacitive banks of the filters. In other words, when
inducing LC filters, it is possible to choose such inductance and capacitance values
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simultaneously, so that the sum of the reactive power generated at the fundamental
harmonic by all filters installed according to the reactive power required to make the
total displacement factor observed from upstream network to reach 0.9 [8], [12].

At frequencies higher than the resonant one, the inductive effect predominates,
but the amplitude of the harmonics present in the waveforms of the distorted current, in
the common engineering applications of the installations, decreases as the frequency
increases; as a result, the reactive power drawn by the filter at a frequency value higher
than the resonance value decreases as the harmonic order increases, and in addition, for
higher frequencies, the compensation bank presents itself to the whole network as an
inductance, thus eliminating the possibility of resonance parallel to the inductance of the
network [5], [9].

4.1. Case study

Suppose that a three-phase static rectifier Graetz in a fully controlled phase
(figure 3) must be powered by a 50 Hz network with a short enough power to make it
possible to ignore the distortion of the set of three voltages caused by the distorted
current injected into the rectifier network.

|
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@

'__
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&

Fig.3. Graetz three-phase static rectifier in fully controlled phase

The current in each phase of the line (assuming a high inductance value on the
DC side.) Has a rectangular waveform with the fundamental harmonic frequency equal
to that of the sinusoidal voltage. The development in the Fourier series of such a
waveform gives only harmonics of the order k = 6n £ 1 (n=0,1,2...), whose theoretical
amplitude is inversely proportional to the harmonic of the order k, that is:

I =-- (19)
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where /, is the amplitude of the fundamental harmonic (in the case examined equal to

50 Hz).

As, by the initial hypothesis, the voltage waveform is not distorted, its series
development is reduced only to the fundamental harmonic and, consequently, the active
and reactive powers absorbed by the rectifier (presumed without losses), calculated
according to the relation (9), are equal to:

P=3-ZV,{-I,{-cosgok =3-V,-1,-cosp,=P=V, -1,-cosa=PFP, (20)

k=1
Q=3-2Vk I, -sing, =3-V, -1 -sing, =3-V,-I,-sina=Q, (21)
k=1

V,, is the value of the voltage on the DC side;

1, is the value of the current in DC.
The apparent power that corresponds to these powers is:

A=P’+0? = 4, (22)

While the total apparent power observed at the power supply is:

S=3V-1=3- -1 (23)
k=1

a distortion power is present due to the distorted current waveform:

D=$*- 4 (24)

Assuming that the bridge rectifier has a rated power, delivered on the DC
side, equal to 140 kW, when it is powered by a grid with undistorted rated voltage
and assuming that the switching is instantaneous and the phase control angle is such
that cos@ =cosa =0,8, the following values are obtained for the powers on the

AC side:
P=P =P, -cosa=140-0,8 =112 [kW] (25)
of which a first harmonic current:

B P _112:10°
J3-U, -cosp  ~/3-400-0,8

I, =202 [A] (26)

and, consequently, reactive and apparent power is:
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0=+3-U, -1 -sinp=~/3-400-202-0,6 = 84 [kKVAr] 27)

A=+P*+0* =140 [kVA] (28)

By developing in the Fourier series the distorted current waveform on the AC
side, according to relation (19), the following values are obtained for the harmonic
amplitudes (harmonics up to the 25th were taken into account):

Table 1. Values of harmonic amplitudes

k 1, 1A] 1,1 1,%
1 202 100

5 40 20

7 29 14

11 18 9

13 15 8

17 12 6

19 11 5

23 9 4

25 8 4

Therefore, in the upstream network, in the absence of harmonic filters, a
current would flow with a total RMS value equal to the square root of the square
sum of RMS harmonic values given in the previous table:

25
I= /21,3 =210 [A] (29)
k=1

S=3-U,-1=1/3-400-210 =146 [kVA] (30)

with a total apparent power:

and a total harmonic distortion equal to:

THD == =299, (31)

A
Consequently, there would be a distortion factor cosy = E =0,96and, seen in

the upstream network, a phase shift factor cos¢ = cos¢@-cosy =0,8-0,96=0,77.
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The goal is to obtain a total phase shift factor equal to cos ¢’ =0,9 and for this

purpose it is assumed to dimension and introduce in parallel some L-C filters forthe 5th,
-7th, 11th and 13th harmonics as shown in the figure 4:
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Fig.4. dimension and introduce in parallel some L-C filters

Therefore, the final value of cos¢’ must exceed 0.9. Assuming that this value
is set to 0.91, the compensation of the reactive power obtained is equal to:

Q. = P-(1gp—tgg') =112 (tg(cos*‘(o, 8)—tg(cos™ (0,91))) =33[kVAr]  (32)

from which the final reactive power Q' after application of the power factor correction
is:

Q'=0-0, =84-33=51[kVAr] (33)

By conducting tests and determining some inductance values for the harmonics
to be filtered, the following capacitance values causing the series resonance are obtained:

1
C,=——75— (34)
(27z f ) L,
Table 2. Inductance and capacitance values

k f[Hz] L, [mH] C,luF]
5 250 1 406

350 2 103

550 1 84
13 650 1 6

The reactive power at 50 Hz provided, for example, by the L-C filter resonating
at the Sth harmonic is calculated as follows:
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U
11,5: - 1 (35)
3| 27-50- L, ————
\/_[ S 27r~50-csj
1 2
Q1’5:3 m—zﬂ'SOLS '11’5 (36)
5

Similarly, the contributions of the other harmonics are calculated. The sum of
the reactive compensation powers at 50 Hz is very close to the predefined one (with the
values of inductance and capacitance shown in table 2); taking into account the value of
the apparent power (at the same value of the active power absorbed P):

A =\P*+0"7 =123 kVA (37)

the value of RMS of the first harmonic current becomes equal to:

' 3
P 123-10

' BU, 3400

which is approximately 12% lower than the initial value of a, at which the current values
of the unfiltered harmonics correspond to:

=177 [A] (38)

Table 3. Unfiltered harmonic current values

k 1, [A] I, /1%
17 10 6
19 9 5
23 8 4
25 7 4

As can be seen when comparing the absolute values of RMS (Root mean square)
with the values in Tables 1 and 3, the correction of the power factor to 50 Hz, determines
a reduction of the value of the square average of the first harmonic of the current, which

I!
leads to the reduction of unfiltered harmonics (because /; = ;1 ).

This also implies a further reduction of the total current seen in the upstream
network becoming [ = 178 A (16% lower than the total initial current I) with a total
apparent power S :

S'=\3-U,-I'=/3-400-178 =124 [kVA] (39)
The distortion factor goes from 0.96 to:
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A 12
cosy/'=?=£20,99 (40)

and the total displacement factor results:
cos¢' =cos@'-cosy'=0,91-0,99 =0,906 41)

Thus, the established goal was achieved; otherwise, its set value should have
been increased and the previous procedure should have been repeated. The total
harmonic distortion ratio decreases to THD' =9,9% (less than 10%).

5. CONCLUZII

In conclusion, thanks to this example, it has been observed that in the distorted
steady state, if the inductances and capacitances of the passive filters are properly sized,
it is possible to obtain two additional effects in addition to the harmonic filtering for
which they are used:

- the correction of the common power factor at 50 Hz, because at the fundamental
frequency the capacitive effect prevails over the inductive effect and,
consequently, over the general reactive power over the absorbed one;

- by reducing, by correcting the power factor, the RMS the value of the
fundamental harmonic of the current, consequently and RMS the values of
unfiltered harmonics decrease; therefore, a further reduction of the total current
flowing through the network and of the total THD is obtained, which means a
reduction of the distortion of the current waveform itself.
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Abstract: The need for critical analysis of National Power System — NPG, which
generates critical infrastructure, comes in the context in which the possible occurrence of
black/brown - out cases, generates major issues of national interest, with European and NATO
implications. Because the critical infrastructure generated may be vulnerable to internal and/or
external threats, it must be critically analysed in terms of ensuring and increasing national and
European security in order to prevent possible national crises. The authors consider that the NPG
approach is a strictly national security issue because the lack of electricity can cause enormous
damage to industry, the economy and state systems, which are almost entirely dependent on
electricity.

Keywords: National Power System, European Security, Critical Infrastructure, Critical
Analysis.

1. INTRODUCTION

The increasing frequency of cases of energy instability and dynamism in the
context of national and regional energy security and the desire of the great economic
powers of energy influence, makes the topic very topical and significant, knowing very
well that certain critical infrastructures can be vulnerable to internal and external threats,
and in this context, the Critical Infrastructure Protection Management must form the
most important security system within the National Power System [1], [4], [7], [10],
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[27]. Non-electricity supply to domestic and industrial consumers leads to national
crises, as all sectors of the national economy depend on electricity. In this context, the
National Power System becomes a strategic objective of national importance by the fact
that it generates critical national and European infrastructures [5], [6], [9], [23].

2. CRITICAL ANALYSIS OF THE NATIONAL POWER SYSTEM
2.1. Identification of critical infrastructures

In table 2.1. the critical infrastructures identified within the National Power
System are listed [2], [8], [11], [19].

Table 2.1. Critical infrastructures identified within the National Power System

NCI/ECI
Owner Responsible Name type .
Infrastructure Authority CRITICAL (international Perimeter
. INFRASTRUCTURE Location
critically Competence / European /
national)
Power Plant Branch
Hunedoara Minister of DEVA (Mintia) Hunedoara
Energy Complex Energy Power Plant Branch County
PAROSENI
Power Plant Branch
ROVINARI Gori
Power Plant Branch COI(J);J‘[y
Oltenia Energy Minister of TURCENI
Complex Energy Power Plant Branch
ISALNITA Dol]j
Power Plant Branch County
CRAIOVAII
Minister of Thermoelectric plant Prahova
OMV Petrom Energy PETROM BRAPZI National County
Romgaz Minister of Thermoelectric plant Mures
Energy IERNUT
County
Termoelectrica Geni{rilcny L5 o sha o) Bucharest
BUCURESTI SUD
Bucharest ’
Hydroelectric Power
Plant
SUGAG Alba
Hidroelectrica Minister of Hydroelectric Power County
Energy _Plant
GALCEAG
Hydroelectric Power Neamt
Plant County

134




CRITICAL ANALYSIS OF THE NATIONAL POWER SYSTEM IN ORDER TO ENSURE
EUROPEAN SECURITY

STEJARU
Hydroelectric Power A
bl County
VIDRARU
Hydroelectric Power . Mehedinti
Plant International oty
PORTILR FR FIER I, II
Hydroelectric Power Valcea
Plant County
LOTRU
Hydroelectric Power Hunedoara
Plant County
RETEZAT National
Hydroelectric Power Clyj
_Plant Clomty
MARISELU
Termoelectrica Minister of Thermoelectric plant Bacau
Energy BORZESTI County
Nuclearelectrica Minister of Nuclear Power Plant International Constanta
Energy CERNAVODA County
Power substation Satu Mare
400/220 kV ROSIORI County
Power substation Clyj
400 kV GADALIN County
Power substation Clyj
400/110 kV CLUJ EST County
Power substation Bihor
400/110 kV oy
ORADEA SUD
Power substation Arad
400/220/110 kV ARAD County
National Power Ministry of Power substation Arad
Grid Economy and 400 kV NADAB European County
. Business . Caras
Transelectrica Environment Power substation Severin
400 kV RESITA
County
Power substation Hunedoara
400/220 kV MINTIA County
Power substation Gorj
400 kV TANTARENI County
Power substation .
400 kV PORTILE DE Mggsgi““
FIER Y
Power substation Gorj
400 kV URECHESTI County
40 OPB;VOG 1?2?1&?& A National Olt County
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Power substation

400/110 kV Olt County
DRAGANESTI OLT
Power substation Prahova
400/110 kV BRAZI Count
VEST Y
Power substation Arces
400/220/110 kV o fn )
BRADU Y
Power substation Talomita
400/110 kV oy
GURA TALOMITEI
Power substation Calarasi
400/110 kV PELICANU County
Power substation Tulcea
400 kV ISACCEA County
Power substation International Constanta
400 kV STUPINA County
Power substation Tulcea
400 kV RAHMAN County
Power substation Braila
400/220/1 10 kV National oty
LACUL SARAT
Power substation Constanta
400 kV CERNAVODA County
Power substation International Constanta
400/110 kV Count
MEDGIDIA SUD Y
Power substation Constanta
400/110 kV Count
CONSTANTA NORD Y
Power substation Constanta
400/110 kV Count
TARIVERDE Y
Power substation Tulcea
400/110 kV Count
TULCEA VEST s
Power substation Braila
400{ 110 kV National oty
SMARDAN
Power substation Bacau
400/220/110 kV oty
GUTINAS
Power substation Suceava
400/220/110 kV oty
SUCEAVA
Power substation BT
County
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400/110 kV BACAU
SUD
Power substation Neamt
400/110 kV oty
ROMAN NORD
Power substation Mures
400/220 kV IERNUT County
Power substation Sibiu
400/220/110 kV Count
SIBIU SUD y
Power substation Brasov
400/110 kV DARSTE County
Power substation Brasov
400/110 kV BRASOV County
Power substation
400/220/110 kV Bucharest
BUCURESTI SUD
Power substation Iifov
400/110 kV Count
DOMNESTI y
OHL 400 kV
ROSIORI -
MUKACEVO R .
OHL 400 kV Ifk‘?;?li‘
(750 kV gauge)
ISACCEA -
UKRAINA SUD
OHL 400 kV
NADAB -
BEKESCSABA Romania
OHL 400 kV Hungary
ARAD -
SANDORFALVA
OHL 400 kV
RESITA - PANCEVO | European Roman
OHL 400 kV B‘:flnzrrll‘:
PORTILE DE FIER - &
DJERDAP
OHL 400 kV
TANTARENI -
KOSLODUY
OHL 400 kV Romania
ALY AN = Bulgaria
DOBRUDIJA
OHL 400 kV
(750 kV gauge)
STUPINA - VARNA
OHL 400 kV Romania
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ISACCEA -
VULCANESTI

Republic of
Moldova

2.2. Risk scenario identification

Risk scenario:

Succession of Technical Incidents

400 kV POWER

SUBSTATION - Total decommissioning of the National Power System (black-out) [3],

[16], [26].

2.3. Assessment of risk scenarios

Assessment Risk scenario: Succession of Technical Incidents 400 kV POWER
SUBSTATION - Total decommissioning of the National Power System (black-out) [12],

[14], [20], [25], [29].

Sequential scrolling
SUCCESSION OF TECHNICAL INCIDENTS 400 kV POWER SUBSTATION:
SUCCESSIVE OF TECHNICAL INCIDENTS — MISTAKES OPERATIVE /
DISPATCH PERSONNEL — TOTAL OUTPUT FROM THE FUNCTION OF THE
NATIONAL POWER SYSTEM (BLACKOUT) — ENERGY INSECURITY —
INDUSTRIAL INSECURITY — ECONOMIC INSECURITY — NATIONAL
INSECURITY — PROPERTY DAMAGE / LOSS OF LIFE — STATE OF
INSTABILITY / CRISIS

The causes and effects are described in Table 2.2.

Table 2.2. Causes and effects

Causes:

- short circuits of energy equipment;

- charging of mains overhead power lines;

- loads of energy equipment;

- precarious condition of energy equipment;

- lack of investments in power substations;

- system automation malfunctions within
energy groups;

- lack of revisions to energy equipment;

- non-refurbishment of power substations;

- wrong configuration of power substations;

- wrong maneuvers performed by the
substation's operational staff;

- lack of specialized and / or trained
operational staff;

- non-communication or poor
communication with Territorial Energy
Dispatcher or National Energy Dispatcher;

Effects:

- stopping the energy market
Romania and the EU;

- stopping the energy market between
Romania and Serbia, Ukraine, the Republic
of Moldova;

- non-power supply to neighboring and EU
energy systems;

-non-supply of electricity to important
consumers and NPS main power lines;

- enormous material damage due to lack of
electricity;

- enormous material damage resulting from
the interdependence of other systems;

- the possibility of a local, regional or national
blackout.

between
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- non-specialized Territorial Energy
Dispatcher or National Energy Dispatcher
staff in times of crisis;

- lack of power substation work procedures
in times of crisis;

- lack / non-compliance / ignorance of
national / European procedures in case of
serious damage (black out);

- lack of training in the field of Risk
Management;

- failure to close Romania's 400 kV ring -
becomes a vulnerability of NPS.

a) Determining the probability
The following probability scale was adopted to determine the probability
of occurrence [13], [15], [17], [21]:

ILIIVTIILY SO DEFINITION PROBABILITY PERIOD

ASSOCIATED

) The event has a low probability of occurring. Efforts
’ are being made to reduce the likelihood and / or | 10— 12 years
Law N .
mitigation of the impact produced.
3 The event has a significant probability of
X Me dium occurring. Significant efforts are needed to reduce the | 7 — 9 years
likelihood and / or mitigate the impact produced.
4 The event has a probability of occurring. Priority
Hiéh efforts are needed to reduce the likelihood of | 4 -6 years
mitigating and mitigating the impact produced.

b) Determining the severity of the consequences
The severity of the consequences is given by the most unfavorable level of
vulnerabilities and impact levels [18], [28].

Vulnerability and capability analysis, according to table 2.3.

Table 2.3. Vulnerability and capability analysis

VULNERABILITIES AND CAPABILITIES LEVEL

1. Failure to close the 400 kV ring of Romania: Very low
- lack of investment (non-refurbishment of power substations, Low

overhead power lines and new energy targets); Medium
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- the unpredictability of the political system;

- thepossibility of a zonal, regional or national blackout, generating the
stoppage of the electricity market between Romania and the EU;

- __economic insecurity generating national insecurity;

- operative staff;
- maintenance staff;
- security personnel

2. Degree of specialization and regular training of the personnel with | Very low
attributions to restore the power supply process: Low

Medium
High

- Impact analysis

Impact analysis is an analysis of management at certain levels that identifies the
impact of the loss of resources of a critical European infrastructure (power substation of

national importance) [22].

The severity of all the impacts of the scenario will be taken into account and
then the level of severity of the consequences of the occurrence of the hazard / threat in
the considered scenario will be established [24].

The highest level of impact severity levels will be chosen, according to table

24.
Table 2.4. Impact analysis
IMPACTS LEVEL
Enormous damage caused by lack of 1. Very low temporary
electricity 2. Low significant damage
3. Medium average damage

4. Hiih maior damaie

Enormous damage caused
interdependence of other systems

the 1. Very low

0-10% of VIC

Potential environmental damage

Strong social impacts

2. Low 11 -20% of VIC
3. Medium 21 -30% of VIC
4. High 31 -40% of VIC
1. Very low 0-20%
2. Low 21 -40%
3. Medium 41 - 60%
4. High 61 - 80%
1. Very low 0-10% of TP
2. Low 11-20% of TP
3. Medium 21 -30% of TP
4. High 31 -40% of TP

VIC - the volume of invested capital; TP - trust of the population
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LEVEL/SCORE
ASSOCIATED SEVERITY CONSEQUENCES
2o The event causes minor property damage and limited business
Low disruption
Medium Personal injury and / or loss of equipment, utilities and service delays.
4. Serious personal injury, significant loss of equipment and facilities,
High delays and / or interruption of service provision.

¢) Calculation of the risk level

Very high
5
High
4
Medium
3
Law
2
Very law
1

0

Scenario
TECH. INC.

PROBABILITY

Very law High Very high
1 4 5
SEVERITY/ CONSEQUENCES
Note: The risk is given by the product between the probability of occurrence of a hazard /
threat and the severity of its consequences

CALCULATED RISK LEVEL
The calculated risk is 15 NIVEL PUNCTAJ
(probability 3 x severity 5)
therefore there is a Low 4-6
HIGH RISK Medium 7-12
production of the chosen scenario High 13-16

d) Risk treatment

In order to reduce the risk, measures are required to reduce the following
vulnerabilities and / or to improve the following capabilities, according to Table 2.5.:
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Table 2.5. Risk treatment

VULNERABILITY AND / OR
CAPABILITY

PROPOSED MEASURES

Failure to close Romania's 400 kV ring

- major investments in national and European
critical infrastructure;

- the predictability (security) of the political
system,;

- accessing European funds for the security of
European critical infrastructures.

Degree of specialization and regular
training of the operative personnel with
attributions to restore the power supply
process

- training and refresher courses for
operational, maintenance and security staff;

- analysis of events, incidents, etc.;

- control of installations on the operating line
and carrying out preventive maintenance.

The application of risk mitigation measures results in:

Table 2.6. Measures

after risk management

AFTER THE
APPLICATION
VULNERABILITY IDENTIFIED OF THE

MEASURES
- Failure to close Romania's 400 kV ring; 1. Very low 1. Very low

- Degree of specialization and regular training of 2. Low 2. Low

the operative personnel with attributions to 3. Medium

restore the power supply process. 4. Hish 4. High

5. Very high
e) Recalculation of the severity of the consequences
LEVEL/SCORE
ASSOCIATED SEVERITY CONSEQUENCES
2o The event causes minor property damage and limited
Low business disruption
3. Personal injury and / or loss of equipment, utilities and
X . .
Medium service delays.
4 Serious personal injury, significant loss of equipment
Hi.h and facilities, delays and / or interruption of service
g rovision.
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f) The level of risk after the application of the reduction measures

Probability

Very high
5

High I
4
Medium Scenario
TECH. INC.

Very law
1

Law Medium High Very high
2 3 4 5
SEVERITY/ CONSEQUENCES

Very law
1

Note: The risk is given by the product between the probability of occurrence of a hazard /
threat and the severity of its consequences

Table 2.6. The calculated risk has a value of 9 (probability 3 x severity 3) therefore there is a

MEDIUM RISK production of the chosen scenario
CALCULATED RISK LEVEL

NIVEL NIVEL

Low Low
Medium Medium

Hiih Hiih

3. CONCLUSIONS

The need to identify the risks, threats and vulnerabilities of critical

infrastructures within the National Power System results from the following
considerations:

Knowing that the National Power System is of national strategic importance, it
must be constantly evaluated and monitored in terms of security risks, in order
to identify vulnerabilities, threats, risks and dangers;

This need to assess the sectorial security risks also comes from the European
perspective because Romania is interconnected to the Energy System of the
European Union — ENTSO-E, which interconnects the various electricity buses
from the Nordic countries to the southern countries or from the western countries
to the countries you are what;

Knowing and identifying vulnerabilities can automatically identify the risks and
threats to which the National Power System is subject and engaged and can
create national / European measures or strategies to protect and secure critical
national / European infrastructures;

Certain identified, constructed and developed risk scenarios have a very high
level of risk with devastating effects on national security, and in this context,

143



EMILIA GRIGORIE, DRAGOS PASCULESCU, NICOLAE DANIEL FITA , FLORIN
GABRIEL POPESCU, ALINA DANIELA HANDRA, ANDREI CRISTIAN RADA,
CRISTINA SUCIU (PUPAZA), RAZVAN SLUSARIUC

Critical Infrastructure Protection Management must form an integrated,
coherent, transparent and convergent security system towards the overall
objective TOTAL SECURITY;

- Vulnerability in energy security must be combated and eliminated through major
investments in energy infrastructure and staff specialized in critical
infrastructure protection and security;

- The issue of critical infrastructure security must also take into account the
Human-Infrastructure interaction, ie ensuring the safety and health of workers
who use them in the workplace, and the risks, dangers and threats posed by the
use of machinery and equipment by workers. critical areas of energy
infrastructure, are a particular area of occupational risks, dangers and threats to
which they may be exposed and, as a result, cannot be dissociated and treated
separately, consider the complex set of conditions and interdependencies specific
to modern work systems.

The intended results consist of the development and integration of applicable
tools by security liaison officers, security experts or specialists and operational staff
working and operating with critical infrastructures to prevent and minimize risks, combat
and eliminate vulnerabilities, hazards and threats.

All these aspects support the importance and opportunity of scientific research
dedicated to the assessment of sectorial security risks and the development of assessment
methods dedicated to minimizing occupational risks, to be used by all actors involved.
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Abstract: The increasing occurrence of cases of industrial insecurity in the context of
national, regional and NATO security, makes this paper to be of great importance and topicality,
knowing very well that the security, protection and safety strategies of strategic energy companies
of national interest must be implemented, due to the interdependencies between the related critical
systems. Knowing very well that industrial security is endangered by various vulnerabilities,
threats, risks and dangers within strategic energy companies of national strategic interest, the
authors propose the need to implement an integrated system of industrial security in the context
of ensuring national security.

Keywords: Integrated Management, Industrial Security, Energy Company, National
Security.

1. THE CONCEPT OF INTEGRATED MANAGEMENT OF
INDUSTRIAL SECURITY

Because the national industry, through its industrial objectives, can have major
social and economic effects on society, through jobs, workers, goods, services and
infrastructure, the issue of industrial security becomes a fundamental condition of
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security and economic efficiency in order to increase national economic security.,
according to fig.1 [3], [5], [8], [29].

NATIONAL INDUSTRY |—— INDUSTRIAL OBJECTIVES

!

INDUSTRIAL SECURITY |------=-=-=-===-=

ECONOMIC EFFICIENCY > ECONOMIC SECURITY

Fig.1. Industrial security — a fundamental component of efficiency and economic security

It is proposed to introduce the concept of Integrated Management of Industrial
Security, by implementing in the package the following elements that identify insecurity
and generate security [2], [4], [7], [20], [24], according to fig. 1.

1. Risk Management:
a) Risk planning;
b) Risk identification by S.W.O.T.;
¢) Risk analysis;
d) Establishing risk approach strategies;
e) Risk monitoring and control.

2. Critical Infrastructure Security and Protection Management:
a) Preparation of the Security Plan for the critical infrastructure operator;
b) Measures and strategies for the protection and security of national or
European critical infrastructure.

3. Occupational Health and Safety Management:
a) Assessment of the risks of occupational injury and illness;
b) Assessment (auditing) with the legal provisions and other provisions to
which the entity subscribes.

4. Anti-Bribery Management:
a) Certification;
b) Implementation.

5. Business Continuity Management:
a) Certification;
b) Implementation.

They must ensure the total security of industrial objectives from all points of

view and contribute at all times to the rapid restoration of activity, by increasing
resilience, in the following situations [1], [6], [10], [12], [16], [22]: Natural disasters
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(earthquakes, floods, explosions, fires, etc.); National crises; Special situations; Acts of
terrorism; Sabotage; Thefts; Pollution; War, etc.

The critical situations listed above aim at the rapid restoration of production
capacity in order to carry out the normal activity of economic activity generating
efficiency and economic security [9], [11], [15], [17], [26].

| NATIONAL INDUSTRY |

INDUSTRIAL OBJECTIVES |

INTEGRAED MANAGEMENT OF INDUSTRIAL SECURITY
RISK CRITICAL INFRASTRUCTURE SECURITY AND OCCUPATIONAL HEALTH AND
MANAGEMENT PROTECTION MANAGEMENT SAFETY MANAGEMENT

ANTI-BRIBERY BUSINESS CONTINUITY
MANAGEMENT MANAGEMENT

| INDUSTRIAL SECURITY |

INTEGRAED MANAGEMENT OF INDUSTRIAL SECURITY

I ECONOMIC EFFICIENCY |

| Ecovommcsecurmry |

Fig.2. Integrated Management of Industrial Security

Integrated Management of Industrial Security (Fig. 2) include the following 5
stages [13], [18], [21], [25]:
1. Risk identification by critical analysis (technical) S.W.O.T.:

a) Identification of vulnerabilities;

b) Identification of threats;

¢) Identification of hazards.

2. Preparation of the national or european Security Plan of the Critical
Infrastructure Operator:

a) Identification of plausible risk scenarios that threaten the security of
industrial objectives;

b) Assessment of industrial and national security risks;

¢) Development of measures and strategies for the protection and security
of national and european critical infrastructure.

3. Assessment and audit of Occupational Health and Safety risks:

a) Assessing the risks of occupational injury and illness by calculating the
overall risk level for each place of work and developing the Protection
and Prevention Plan.;

b) Auditing with legal and other provisions to which the entity subscribes
by calculating the general compliance level and the level of general
security.

4. Certification and implementation of the ISO 37001: 2016 Standard - Anti-
Bribery Management;

149



CRISTINA SUCIU (PUPAZA), NICOLAE DANIEL FITA, EMILIA GRIGORIE, FLORIN
GABRIEL POPESCU, DRAGOS PASCULESCU, ALINA DANIELA HANDRA, ANDREI
CRISTIAN RADA, RAZVAN SLUSARIUC

5. Certification and implementation of ISO Standard 22301: 2019 - Business
Continuity Management.

The structure of Integrated Management of Industrial Security is based on the
following results from the analysis, identification and audit of industrial objectives [14],
[19], [23], [: Development of security strategies; Identified threats; Tolerance and
minimization of industrial and occupational health and safety risks identified; Identified
vulnerabilities; Identified critical infrastructures; Insecurity generating elements; The
elements of bad intentions (ill-will).

2. IMPLEMENTATION OF THE SYSTEM OF INTEGRATED
MANAGEMENT OF INDUSTRIAL SECURITY AT AN ENERGY COMPANY
OF NATIONAL STRATEGIC INTEREST

2.1. Elaboration of the Integrated Management Plan of Industrial Security
at the National Power Grid — NPG Transelectrica Romania

INTEGRATED MANAGEMENT PLAN OF INDUSTRIAL SECURITY
NATIONAL / EUROPEAN CRITICAL INFRASTRUCTURE
POWER OBJECTIVES FROM NPG TRANSELECTRICA

Stage 1 — Critical analysis — S.W.O.T. [11]

STRENGHTS WEAKNESSES

a) The natural monopoly character of the activity a) Obsolete or overlapping network
of transmission and system operator — TSO elements that have not yet been included
and the positive impact on the risk in rehabilitation and modernization
management; programs;

b) High level of technical expertise of the staff; b) The high value of own technological

c) Important progress in the process of consumption — OTC with a tendency to
rehabilitation and modernization of the increase due to the location of
infrastructure of the National Power Grid — renewables, as a physical percentage,
NPG; OTC is significantly higher than the

d) Moderate degree of indebtedness for regulated one and the real power flows
financing investments; are not likely to help reduce OTC;

e) The legacy of previous decades - a high, very ¢) The reduced efficiency of controllable
high and ultra high voltage network that expenditures, especially in the area of
carried over 90 TWh per year; maintenance and capital repairs, amid

f) Membership in ENTSO-E, formation and the diminished investment effort in
integration of regional electricity markets and recent years;
formation of the single electricity market; d) Insufficient financial performance;

g) Dualist management system with the e) The realized return on capital is still
Supervisory Board and the Board of Directors significantly lower than the cost of
and application of the provisions of GEO no. capital;

109/2011; f) Poor performance than similar TSO

h) The introduction of Law 255/2013 on listed companies;
expropriation for the cause of public utility, g) The instability of the management staff
necessary to achieve objectives of national, and of the organizational formulas with
county and local interest; impact on the elaboration of coherent

i)  Presence on the capital market; strategies for the development of

j)  Trading of TEL shares on Bucharest Stock Transelectrica and the adaptation to the
Exchange. new conditions of the economic

environment;
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h) The previously assumed strategies

regarding the decreasing evolution of

the average number of staff have not
been implemented;

i)  The negative effects of the budgetary
constraints, generated in part by the
economic crisis, on the financing
capacity, accentuated by the fact that
Transelectrica manages (does not hold)
the assets of NPG;

j)  Insufficient level of financial expertise
of the staff and the partial introduction
of a computerized management system;

k) The low efficiency of the relationship

with the Smart and Teletrans
subsidiaries is mainly due to the
frequent changes in the group's
management.

OPPORTUNITIES

THREATS

a)

b)

¢)

d)

¢)

European strategy and legislation, which in
principle should be seen as an opportunity -
the requirements of Legislative Package 3 on
the certification, organization and operation of
TSOs;

Posibilitatea definirii unor programe sectoriale
prin care s se aloce fonduri structurale (ajutor
de stat pentru activitati de serviciu public)
pentru realizarea de noi active de transport
necesare atingerii unor obiective nationale si
pan-europene, cum ar fi integrarea productiei
necontrolabile  din  surse  regenerabile
(Connecting Europe);

The possibility of defining sectoral programs
through which to allocate structural funds
(state aid for public service activities) for the
realization of new transport assets necessary to
achieve national and pan-European objectives,
such as the integration of uncontrollable
production  from  renewable  sources
(Connecting Europe);

Possible new interconnection infrastructure
projects in public private partnership — PPP;
Development of new business (unregulated
regime).

a)
b)

c)
d)

¢)

g)
h)

High unforeseen electricity costs;

The decreasing trend of domestic energy
consumption (against the background of the
prolongation of the economic crisis) with a
negative impact on revenues and tariffs for
transport and system services;

Delays in updating the national energy
strategy,

Late application of the European legislative
framework both as a transposition into
national law, including at the level of
secondary legislation, and as implementation
(delay in carrying out the certification process)
and risks of infringement;

The structure of the support scheme for
renewable energy sources that puts pressure on
the company both in investment (connection to
NPGQG) and in operation (with emphasis on the
balancing market);

Vulnerabilities in the electricity production
sector (coal area, increase in intermittent
production, delay of large investment projects
of state-owned companies);

Changing the centers of gravity of electricity
production but even of consumption;

In Bucharest, obsolete CHPs no longer
produce as before and Bucharest is no longer
an energy exporter to the rest of the country,
becoming an importer, requiring the
reconfiguration of the high voltage network,
but also the closure of a transmission network
ring in the development of consumption in
around Bucharest;

The emergence of electricity producers from
renewable energy sources in southeastern
Romania, with uncontrollable production,
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leads to reduced production in the southwest
and a change in power flows in NPG, with the
modification of OTC and threats of congestion
when crossing the Danube from Dobrogea -
significant network reinforcements are
needed;

j) Insufficient perspective on the existence and
availability of technological system services;

k) Different investment rates between new
sources of electricity generation using
renewables and the development of NPG
which should take over and transport this
uncontrollable production;

1) Insufficient commercial and financial
discipline in the electricity markets, non-
payment of issued bills and recovery of
commercial claims in court;

m) Reducing Romania's attractiveness for the
investment environment;

n) Difficulties of the regulatory framework:
insufficient financial balance of the
administration of the support scheme for high-
efficiency cogeneration and delays in
recognizing the costs of technological system
services in tariff;

o) Transport tariff methodology: insufficient
solution of the OTC problem - financing of
investments from the transport tariff;

p) Deterioration of the energy vocational
education system.

Stage 2 — Elaboration of the Security Plan of National / European Critical Infrastructure
Operator [11]

SECURITY PLAN AT OPERATOR - S.P.O.
NCI/ECI: POWER OBJECTIVES WITHIN NPG TRANSELECTRICA
400/220/110/20 kV POWER SUBSTATION

DESCRIPTION OF THE WORK SYSTEM WITHIN 400/220/110/20 kV POWER
SUBSTATION

General presentation:

Location:

- The 400/220/110/20 kV xxx power substation is located in the village/commune/locality
XxX, county xxx, belonging to the Center for the Operation of Electric Transmission
Networks xxx - Territorial Transport Unit xxx;

- The 400/220/110/20 kV xxx power substation is/is not an important node for the National
Power System;

- The 400/220/110/20 kV xxx power station has/does not have an international
interconnection to the European Union Energy System — ENTSO-E.
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Organizational structure:x substation manager(s); x shift leaders; x assistant shift leaders; x
workers - electrical field (operational staff).

Managed power ebjectives:

- The Territorial Transport Unit xxx carries out its activity on the electric power installations
of electricity located in the counties: xXx; XXX; XXX;

- The activity is organized in x centers of exploitation: CE xxx; CE xxx; CE xxx;

- The volume of installations consists of: x power substations with nominal voltages in the
range of 20 kV - 110 kV - 220 kV - 400 kV: xxx; XXX; XXX.

Presentation of the 400/220/110/20 KV power substation:

Presentation of the 400 kV power substation:

- The 400 kV power substation has a wiring diagram type xxx.;

- Power cells: x busbars xxx: x OHL (xxx, xxx, xxx); x AT 400/220/110/20 kV; x coupling
(transverse/longitudinal/long-transverse); x MV Ar compensation coil; x busbar measuring;
discharge cells;

- Electrical equipment related to cells: AT/T type xxx, transformation ratio xxx; x switches
type xxx; X separators type xxx; x current transformers type xxx; x voltage transformers type
xxX; X discharge type xxx.

Presentation of the 220 kV power substation:

- The 220 kV power substation has a wiring diagram type xxx.;

- Power cells: x busbars xxx: x OHL (xxx, xxx, xxx); x AT 220/110/20 kV; x coupling
(transverse/longitudinal/long-transverse); x MV Ar compensation coil; x busbar measuring;
discharge cells;

- Electrical equipment related to cells: AT/T type xxx, transformation ratio xxx; x switches
type xxx; X separators type xxx; x current transformers type xxx; x voltage transformers
type xxx; x discharge type xxx.

Presentation of the 110 kV power substation:

- The 110 kV power substation has a wiring diagram type xxx.;

- Power cells: x busbars xxx: x OHL (xxx, xxx, xxx); x AT 110/20 kV; x coupling
(transverse/longitudinal/long-transverse); x MV Ar compensation coil; x busbar measuring;
discharge cells;

- Electrical equipment related to cells: AT/T type xxx, transformation ratio xxx; x switches
type xxx; X separators type xxx; x current transformers type xxx; x voltage transformers type
xxx; x discharge type xxx.

Presentation of the 20 kV power substation:

- The 20 kV power substation has a wiring diagram type xxx.;

- Power cells: x busbars xxx: x OHL (xxx, xxx, xxx); x AT 20/0,4 kV; x coupling
(transverse/longitudinal/long-transverse); x MV Ar compensation coil; x busbar measuring;
discharge cells;

- Electrical equipment related to cells: AT/T type xxx, transformation ratio xxx; x switches
type XxX; X separators type xxx; x current transformers type xxx; x voltage transformers type
xxX; X discharge type xxx. [4]

RISK SCENARIO IDENTIFICATION:TERRORIST ATTACK — BLACK-OUT
RISC SCENARIO EVALUATION
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RISK SCENARIO
TERRORIST ATTACK — BLACK-OUT

Causes:

- explosions following a terrorist attack
followed by fires;

- non-compliance  with  fire  safety
regulations;

- lack of training / poor training of the staff
of the Critical Infrastructure Protection
Management;

- lack of specialized Fire Protection staff;

- lack of physical security personnel,

- cyber attacks;

- insecurity of hardware systems;

- software systems insecurity;

- the insecurity of the secret data
transmission systems of the critical
infrastructures;

- lack of specialized cyber security
personnel;

- insecurity of SCADA (Supervisory
Control and Data Acquisition) systems;

- operating with insecure and/or non-
performing programs;

- insecurity of communications with
Territorial / National Energy Dispatcher
and between cybersecurity responsibles;

- lack of cyber investment.

Effects:

possible deaths;

possible  accidents  with  serious
consequences;

fires;

access to secret informations about
National Power System by unauthorized
persons;

use of secret informations about the
National Power System for military or
terrorist purposes;

untimely disconnection of remotely
controlled energy equipment by hackers;

enormous material damage due to lack of
electricity;

enormous material damage resulting from
the interdependence of other systems;

the possibility of a local, regional or
national blackout;

energy-economic collapse;

crises.

a) Determining the probability

The following probability scale was adopted to determine the probability of

occurrence [27], [28]:

LEVEL/SCORE DEFINITION OF

ASSOCIATED PROBABILITY

PERIOD

The event has a low probability of
occurring.

Lf).w Efforts are being made to reduce the l;r)e;rlsz
likelihood and / or mitigation of the
impact produced.

3 The event has a significant

X Me dium probability of occurring. Significant | 7 — 9 years

efforts are needed to reduce the
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likelihood and / or mitigate of the
impact produced.

High

The event has a probability of
occurring. Priority efforts are needed
to reduce the likelihood of and / or
mitigate of the impact produced.

4 — 6 years

b) Determining the severity (gravity) of the consequences of the proposed scenario

LEVEL/SCORE
ASSOCIATED SEVERITY (GRAVITY) CONSEQUENCES
Do The event causes minor property damage and
Low limited business disruption.
3. Personnel injury, and/or certain loss of equipment,
Medium | utilities, and service delays.
Serious personnel injury, significant loss of
High equlpment apq facilities, delays and/or interruption of
service provision.

¢) Risk level calculation

Very high I
5
- High
[
: Medium Scenario
- BLACK-
= ouT
<«
=)
o}
=4
A
High | Very high
4 5
- SEVERITY/GRAVITY CONSEQUENCES

The calculated risk is 15 I
(probability 3 x severity 5)

CALCULATED RISK LEVEL
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Risk level is: LEVEL SCORES
HIGH RISK

Low 4-6
Medium 7-12
High 13-16

d) Recalculating the severity (gravity) of the consequences

LEVEL/SCORE
ASSOCIATED SEVERITY (GRAVITY) CONSEQUENCES

The event causes minor property damage and limited
Low business disruption.
3. Personnel injury, and/or certain loss of equipment,
Medium | utilities, and service delays.
4 Serious personnel injury, significant loss of equipment

X . and facilities, delays and/or interruption of service
rovision.

High

e) Level of risk after reduction measures have been applied

Very high I
5
High
>
: Scenario
- BLACK-
= OUT
<«
/M
=}
=1
-9
Medium High Very high
2 3 4 5
SEVERITY/GRAVITY CONSEQUENCES
CALCULATED RISK LEVEL
The calculated risk is 12 LEVEL SCORES
(probability 3 X severity 4) —
Risk level is: Low 4—6
MEDIUM RISK —
Medium 7-12
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High 13 -16

Stage 3 — Assessment and audit in terms of Occupational Health and Safety Risks [11]

ACTIVITY ORGANIZATION OF OCCUPATIONAL HEALTH AND SAFETY

- Activity organization of Occupational Health and Safety — OHS is carried out within the
Compartment xxx;

- Within this compartment there is a responsible (specialist) in the field of OHS, together with
the occupational medicine doctor;

- The OHS Committee is also organized, which is constituted by: president - the branch
director; members - representatives proposed by the branch union; the occupational
medicine doctor in the branch; secretary - specialist / expert / assessment in terms of OSH.

Assessment of the risks of occupational injury and illness at a power substation
400/220/110/20 kV

Global risk level assessment
The global risk level of the power substation is calculated as a weighted average of
the risk level determined for each workplaces analyzed in the power substation.

n
2.7 N,
_ p=l

N, = n
2.7
p=1

(1)

g

where

Ng = global risk level of the power substation;

rp = workplace rank p, equal to the value of the worlplace risk level;
n = number of worlplaces;

Nrp = global risk level of workpace.

Global risk levels, determined for each worlplace at the 400/220/110/20 kV power substation
are generally the following:

RISK
No. WORKPLACE LEVEL

(Nip)

1 OPERATIONAL SERVICE: 400 kV, 220 kV, 110 kV X

2 | OPERATIONAL SERVICE: 20 kV X

3 | MAINTENANCE OF PRIMARY CIRCUITS: 400 kV, 220 kV, X

110 kV
4 | MAINTENANCE OF PRIMARY CIRCUITS: 20 kV X
5 | MAINTENANCE OF SECONDARY CIRCUITS 20 kV — PRAM X
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DESCRIPTION OF THE WORK SYSTEM

1. Means of production:

e 400 kV power substation: x busbars xxx:x OHL cells (xxx, xxx, xxx);x AT
400/220/110/20 kV  cells; x coupling cells (transversal/longitudinal/longo-
transversal),;x compensation coil cells x MVAr;x mesuring busbars cells; x discharge
cells;etc.;

e 220 kV power substation: x busbars xxx:x OHL cells (xxx, xxx, xxx);x AT 220/110/20
kV  cells;, x coupling cells (transversal/longitudinal/longo-transversal);x
compensation coil cells x MVAr;x mesuring busbars cells; x discharge cells;etc.,

e 110 kV power substation: x busbars xxx:x OHL cells (xxx, xxx, xxx);x AT/T 110/20
kV  cells;, x coupling cells (transversal/longitudinal/longo-transversal);x
compensation coil cells x MVAr;x mesuring busbars cells; x discharge cells;etc.;

e 20 kV power substation: x busbars xxx.x OHL cells (xxx, xxx, xxx);x AT/T 20/0,4 kV
cells; x coupling cells (transversal/longitudinal/longo-transversal);x compensation
coil cells x MVAr,;x mesuring busbars cells; x discharge cells;etc.;
system of internal services at alternativ and direct current;
systems of control, protection and automation;
systems of cables;
power plants — discharge on 20 kV:

building, canals of cables;
protective equipment and devices.

Risk factors specific to the means of production:
e mechanical risk (falling from the same level, slipping or tripping, explosions of
equipment with a lifetime exceeded, falls from a height);
e clectric risk (direct contact with electrical installations);
e  thermal risk (burns due to electric arc).

2. Workload:
According to the operating regulations, the duties of the operational staff are as follows:
e performing the delivery-receiving operations of the team work;
supervision activity;

[ )
e  control activity;
e the activity of executing the maneuvers.

Risk factors specific to the workload:
- psychic stress in the 400 kV, 220 kV, 110 kV, 20 kV power substations, when installing
shortcircuits by hand.

3. Performer (executor):
The following persons work in the power substation: x power substation manager (s)
(engineer); x shift leaders; x assistant shift leader.

Risk factors specific to the performer (executor):
- wrong action: incorrect identification of the installation and non-verification of the
lack of voltage, when mounting the shortcircuits; non-compliance with neighboring
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distances with risk of electric shock by direct contact; uncheck the voltage before
installing the shortcircuits;

- omissions: omission of operations during maneuvers, with risk of burns caused by
electric arc, when closing the earthing knives or mounting the mobile shortcircuits
without checking the lack of voltage; non-use and / or non-verification of personal
protective equipment and / or electrical insulating means and devices.

4. Work environment:

The operative service personnel carry out their activity in the control room, in the outdoor
power substations of 400 kV, 220 kV, 110 kV and 20 kV.

The specificity of the workload requires the development of exploitation and control activities
regardless of climatic conditions.

As a result, the main risk factor for the work environment is air temperature and exposure to
high or low temperatures during work.

Risk factors specific to the work environment:
- physical risk factors: exposure to adverse weather conditions (low / high
temperatures, rain, snow, drafts) during the inspection of installations;

CALCULATION OF THE GLOBAL RISK LEVEL

1. Global risk level for workplace: OPERATIONAL SERVICE: 400 kV, 220 kV, 110
kV

7
R -7,
Z; 2. (1) +2-(3:3)+3-(4-4) 68 ()
N400kV—llOkV 27: = 2.1+2-3+3.4 %:3’4
hi

11
R-r
2R "33 9

=2223,00 3)
Z’”‘ 11-3 33

3. Global risklevel for workplace: MAINTENANCE OF PRIMARY CIRCUITS: 400
KV, 220 kV, 110 kV

;R"'r" LD +3-(2:2)+8-(3-3)+2-(4-4) _ 101

NMENT.EP400/220kV T 1-1+3:-2+8-3+2-4 39
7
1

=258 @

i=
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4. Global risklevel for workplace: MAINTENANCE OF PRIMARY CIRCUITS: 20 kV

Nyenr gpaowr =" 1% -
Zr. @)

i=1
_3-(2-2)+2-(3-3)+2-(4-4)+4-(5-5)+5-(6-6)_342 _

4.8
3-2+2-3+2-44+4-5++45-6 70

5. Global risk level for workplace: MAINTENANCE OF PRIMARY CIRCUITS -

PRAM
17

2R 5 3343.2.2) 129
NEpzi:17 — ( ) )+ ( . ):
13-3+3-2 45

r
1

=287 (6)

—_

GLOBAL RISK LEVEL OF THE 400/220/110/20 kV POWER SUBSTATION

The global risk levels determined for each workplace in the 400/220/110/20 kV power
substation are as follows:

RISK
No. WORKPLACE LEVEL
(Nip)
1 | OPERATIONAL SERVICE: 400 kV, 220 kV, 110 kV 34
2 | OPERATIONAL SERVICE: 20 kV 3
3 | MAINTENANCE OF PRIMARY CIRCUITS: 400 kV, 220 2,58
kV, 110 kV
4 | MAINTENANCE OF PRIMARY CIRCUITS: 20 kV 4,8
5 | MAINTENANCE OF SECONDARY CIRCUITS 20 kV - 2,87
PRAM
The global risk level of the 400/220/110/20 kV power substation is:
er ‘N,
_ Pr= —
N,=——= o
27 )
p=1
_(34-34)+(3-3)+(2,58-2,58) +(4,8-4,8) +(2,87-2,87) 49,48 297
3,4+3+2,58+4,8+287 16,65
N =297

rg —statie
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Assessment (auditing) of compliance with legal and other provisions at a 400/220/110/20

kV power substation

Program for assessing (auditing) compliance with legal and other provisions

GENERAL LEVEL OF COMPLIANCE

Scores
%l:ﬁ;; Name Maximum | Obtained collﬁ;fila(l)lfce
(PM) (PO)
A Obligations of the employer 168 168 100 %
B Workers' rights and obligations 48 47 97,91 %
TOTAL NC,
216 | 215 99,53 %
GENERAL LEVEL OF COMPLIANCE
Sheet Scores Level of
Code Name Maximum | Obtained compliance
(PM) (PO)
C. General provisions
C.1 | Minimum provisions at OHS 300 300 100 %
C.2 Mmlmum safety and health provisions for 90 90 100 %
sign at work
C3 Mlnlmqm safety and health provisions for 120 120 100 %
use equipment by workers
C4 Mlnlmum safety and heal.th provisions for 27 27 100 %
use of display screen equipment
C.5 | Minimum safety and health provisions for
use of personal protective equipment by 18 18 100 %
workers at work
C.14 | Minimum safety and health provisions
regarding the exposure of workers to the 30 30 100 %
risks posed by electromagnetic fields
C.21 | Monitoring healt of workers 45 45 100 %
C.22 | Measures that may be applied in periods of
extreme temperatures for the protection 12 12 100 %
persons at work
D. Specific provisions
D.1 an ln;tructlon of OHS in electrlcgl 30 30 100 %
installations of exploitation (operating)
D.2 | Own Instruction of OHS for work under 54 54 100 %
voltage
D.3 | Own Instruction of OHS. regarding how to 30 30 100 %
complete the work permit under voltage
TOTAL NC,
756 | 756 100 %
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GENERAL LEVEL OF SECURITY

Scores . .
zl::ie: Name Maximum | Obtained Self:,:ity }:i:i
(PM) (PO)
A Obligations of the employer 408 408 100 % Small
B Workers' rights and obligations 99 96 96,96 % | Small
C. General provisions
C.1 | Minimum provisions at OHS 672 672 100 % Small
C.2 Mlnl'm'um safety and health 249 249 100 % Small
provisions for sign at work
C.3 | Minimum safety and health Small
provisions for use equipment by 360 360 100 %
workers
C.4 | Minimum safety and health Small
provisions for use of display screen 60 60 100 %
equipment
C.5 | Minimum safety and health Small
provisions for. use of personal 54 54 100 %
protective equipment by workers
at work
C.14 | Minimum safety and health Small
provisions regarding the exposure o
of workers to the risks posed by %0 %0 100%
electromagnetic fields
C.21 | Monitoring healt of workers 132 132 100 % | Small
C.22 | Measures that may be applied in Small
periods of extreme temperatures 36 36 100 %
for the protection persons at work
D. Specific provisions
D.1 | Own Instruction of OHS in Small
electrical installations of 90 90 100 %
exploitation (operating)
D.2 | Own Instruction of OHS for work 162 162 100 % Small
under voltage
D.3 | Own Instruction of OHS Small
regarding how to complete the 90 90 100 %
work permit under voltage
TOTAL NS¢ NRg
2502 | 2499 99,88 % | Small
LEVEL OF SECURITY LEVEL OF RISK
01-100 % Small
31-90 % Medium
71-80 % High
under 71 % Very high

Stage 4 — Certification and implementation of the ISO 37001: 2016 Standard - Anti-
Bribery Management [11]
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Stage 5 — Certification and implementation of ISO Standard 22301: 2019 - Business
Continuity Management [11]

3. CONCLUSIONS

The frequent occurrence of cases of industrial insecurity in the context of
economic, national and regional security, makes the topic addressed very topical and of
great significance, knowing very well that the security strategies of strategic companies
of national interest must be implemented, due to the interdependencies between the
systems. Such an approach must start with industry decision-makers and top
management of companies of strategic interest who own and operate critical national
and european infrastructure.

The paper aims to identify the threats and wvulnerabilities of critical
infrastructures within the strategic company of national interest National Power Grid
Transelectrica in order to combat and eliminate possible risks that threaten its proper
functioning and be applicable by security liaison officers, experts, specialists and
assessors on industrial safety and occupational health and safety issues, responding to
the current needs and competencies of them.

The advantages of such an Integrated System at Industrial Security are the
following:

- Identification of Strenghts— by SWOT technique, by the risk manager;

- Identification of Weaknesses— by SWOT technique, by the risk manager;

- Identification of Opportunities— by SWOT technique, by the risk manager;

- Identification of Threats— by SWOT technique, by the risk manager;

- Identification of national or european critical infrastructures — through the
importance and facility of critical infrastructure, by the responsible public
authorities;

- The level of criticality of critical infrastructures — criticality assessment, by the
responsible public authorities;

- Interdependencies between critical infrastructures and systems — industrial and
national security risk assessments, by the responsible public authorities;

- Identification of plausible risk scenarios with insecurity effect — by drawing up
the Security Plan at the Critical Infrastructure Operator, by the security liaison
officer — SLO;

- Assessment the risks of Occupational Health and Safety — by Assessing the risks
of occupational injury and illness, by the Head of the Internal/External
Prevention and Protection Plan Service — INCDPM (The National Research and
Development Institute of Occupational Safety) Bucharest Method;

- Auditing of Occupational Health and Safety — by the method of Assessment of
compliance with legal provisions and other provosions, by the Head of the
Internal/External Prevention and Protection Plan Service — INCDPM (The
National Research and Development Institute of  Occupational
Safety)Bucharest;
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- Development of security and protection strategies regarding critical
infrastructures — by drawing up the Security Plan for the Critical Infrastructure
Operator, by the security liaison officer — SLO;

- Development of security and protection strategies for workers (personnel), by
developing the Prevention and Protection Plan, by the Head of the
Internal/External Prevention and Protection Service;

- Diminishing and stopping the bribery phenomenon (corruption) — by certifying
and implementing the ISO 37001: 2016 Standard - Anti-Bribery management,
by decision makers or the management of the strategic company of national
interest;

- Diminishing and stopping the phenomenon of stopping the activity of industrial
processes — by certifying and implementing the ISO 22301: 2019 Standard -
Business Continuity Management, by decision makers or the management of the
strategic company of national interest.
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CURRENT ASPECTS OF ENERGY SYSTEMS IN
ACHIEVING DECARBONIZING OBJECTIVES

STOCHITOIU MARIA DANIELA!

Abstract: The sustainable development is based on secure access to clean and
affordable energy for human security. Sustainable development is a balance between energy
security, equity and affordability for environmental sustainability. Fossil fuels are by far the
most widely traded primary energy sources. Energy transition is in a strong tie with wider set of
decarbonizing due to the main challenge of world for climate change.

Key words: decarbonizing, sustainable development, climate, efficiency.

1. INTRODUCTION

The key for a modern life is representing by clean power, clean heat and clean
fuel as a modern energy. The sustainable development is based on secure access to
clean and affordable energy for human security. Sustainable development is a balance
between energy security, equity and affordability for environmental sustainability. [1]

Energy transition is in a strong tie with wider set of decarbonizing due to the
main challenge of world for climate change. The electricity is representing more than
20% of final demand. Sequestration retrofitting and utilization of carbon capture are
representing a rough way and requires a major injection of capital and a long period of
time to retrofitting with unproductive downtime for power plants. There is necessary
to think for re-purposing or re-using the existing power plants than building new
infrastructures. The nowadays trends are representing of decarbonizing, digitization,
decentralization, electrification. [2]

For many transmission companies as well as for energy companies in general,
the pandemic has accelerated digital transformation.

International cooperation and concerted action are necessary to reinforce
useful energy access and simultaneously develop, diversify and decarbonize whole
economies.

2. PROPOSALS FOR CLIMATE 2030

' Ph.D, Associate Professor Eng., University of Petrosani, danielastochitoiu@upet.ro
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The 2030 climate and energy framework establish points of view for
reducing through cutting greenhouse gas emissions and rising the share of clean
energy and energy efficiency. Under the energy union, UE is working to integrate
Europe’s energy markets for ensuring security in power energy, improving the
energy efficiency and decreasing carbonize of economy. International cooperation
and concerted action are necessary to reinforce useful energy access and

simultaneously develop, diversify and decarbonize whole economies. [3]

The ultimate target is essential to reach the objectives in the climate field

(figure 1).
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The three main directions are [4]:

- Priority statute grant for energy efficiency and develop the energetic
sector based on renewable sources because the energy production and operating
represent about 75% from CO» emissions; the pressure on the fossil fuel industry
will be increased due to regulatory of limiting the Carbon emissions.

- UE supplier with secure energy security at accessible and competitive
prices; in according with Renewable Energy Agency the cost of renewable sources
energy will be cheaper than fossil fuel worldwide.

- An integrated, interconnected and digitalized UE energy market.

Final energy consumption reached about 18% in EU from renewable
sources, up from 17% in 2018 and about double 2004 (8,5)%. Sweden has the
highest consumed energy from renewable sources (54,8%), followed by Finland
(41,2%), Latvia 40,3%, Denmark (36,1%) and Ostrich (33,4%). Romania has 0,1%
away from own national framework objectives.

Romania will reach 27,9% of final consumption from renewable energy and
improve the energy efficiency with 37,5% (Integrated National Plan in the field of
Energy and Climate Change).

The main source of electricity, located in the Oltenia basin, produces about 40
TWh / year, based on an excavation of about 21 million tons of lignite per year. All the
plants in the Oltenia basin are modernized. There are still many challenges for these
plants, as to the impossibility of giving up this energy source but also by the financial
difficulties caused by an uncontrolled evolution of the price of green certificates from
7€ /tons CO; to 29 - 30€/tons CO,. Practically 45% of the benefits obtained by coal
producers, are used to purchase green certificates that limiting the possibilities for
investment and modernization. To face the competition in the market the operator has
adopted a clear strategy to reduce emissions in which it is obliged to reduce by 1600
MW the capacity on lignite. [5]

The gross final energy consumption of all energy sources, covers total energy
delivered for energy purposes to final consumers as well as the transmission and
distribution losses for electricity and heat. National energy security has traditionally
been characterized by the robustness of energy systems and strategic oil stocks. The
shift to digital, decarbonized, and decentralized energy systems raises new energy
security challenges — including extreme weather, grid visibility, reliability and
resilience. In the next few years, the decisions which taken in Europe will influence in
the strongly way the model of the world responds to the challenges of climate.[6]

In order to ensure a fair and just transition to E.U ambitions, some aspects
must highlight:

- The coal regions must be founded in specific boost for facing the toughest
challenges;

- Energy efficiency is a vital principle for the clean energy transition;
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- Smart sector integration with stronger integration of the electricity, heating
and cooling, transport, gas, industry is efficiency through incorporate renewables into
all parts of the energy sector.

The world needs to capture as much as 6 billion metric tons of CO, by 2050,
according to modeling done by the International Energy Agency, the energy giant’s
shareholders are pressuring the company to take steps to ensure climate change
doesn’t convert their investments into stranded assets. And to scale up, the cost of
carbon capture needs to come down.

For example, in 2020, the electrical energy production from wind and solar
farms has increased with 64TWh at 600 TWh and for the first time has overtaken
the electrical energy production produced in coal power plants with 100 TWh. The
wind farms supplied with 14% more energy in 2020 than 2019, while solar farms
recorded a growth of their production with 7%. On the other hand, the electrical
energy production has decreasing with more than 6% due to dryness weather.
Viewing the new annual capacities about 16,8 GW was installed in wind farms and
more than 16,5 GW in solar farms.

Energy transition is in a strong tie with wider set of decarbonizing due to
the main challenge of world for climate change. Key trends and uncertainties
affecting electricity transmission determine some features as (fig.2) [7]:

The transition to a low carbon involves:

- penetration of variable renewables such the wind and solar;

- new technologies such as utility scale batteries and hydrogen;

- fossil fuel powered generators close and disconnect from the system.

The point of view of decentralization:

- connecting a range of new technologies and new prosumers;

- changes in supply and demand patterns;

- prosumers and electricity being produced closer of where is consumed.

Customers as active elements of the system:

- electrification of end-uses as industry, heat and mobiles;

- demand response programs included smart devices and distributed
energy storages;

- new demand patterns with the emergence of flexibility providers.

More automated operation of the system:

- the evolution and using the intelligent or smart metering, remote control
and automation system;

- forecasting capabilities development;

- optimization and aggregation platforms as future trends.
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the transition to a low carbon future
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Fig.2. Key trends and uncertainties affecting electricity transmission companies

In 2020, global investment in the low-carbon energy transition summed
$501.3 billion, up from $458.6 billion in 2019 and just $235.4 billion in 2010. This
figure includes investment in projects, such as renewable power, energy storage,
EV charging infrastructure, hydrogen production and CCS projects — as well as
end-user purchases of low-carbon energy devices, such as smalls solar systems,
heat pumps and zero-emission vehicles.[8]

For Romania are necessary huge harmonize efforts through coordination
the national policies with neighboring countries. Next new challenges can be
regulated for assuring the real participation to market mechanisms and climate
reduction:

- The appearance of energy agregators;

- The evolution of energy storage units;

- The appearance of prosumers;

- Efficient renewable sources integration.

3. CONCLUSIONS

Among all, two valid solutions for reducing CO, emissions have been
identified as being most relevant: energy efficiency improvements and generation by
renewable energy sources. The sustainable development is based on efficient energy
using. The energy efficiency increasing in different operations of energy and
decreasing the harmful emissions level help the human society to have a cleaner
atmosphere, a better health and more related comfort.
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ENERGY EFFICIENCY REQUIREMENTS TO OPTIMISE
THE INDUCTION MOTORS OPERATING
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Abstract: The paper presents the improvements of electrical drives. In nowadays
industry, electrical motors are using almost 80% of used energy, as the aspects of their
efficiency has an important weight in the engineering concerns for electrical energy reduction.
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1. INTRODUCTION

Electric motors and electric drive systems use more than half of the electricity
production, in the industrial processes, transmission, residential applications. Electrical
motors, usually have n about 90% which determine the energy losses, so an increase
with 2% of 1, which is possible for energetic efficiency motors, has an important effect
viewing the electrical energy economy.[1]

- Pomps 10%

Pomps 23%

Other 20% Other 40%

Fans 28%

Fans 16%

Compressor 42%

Compressor 21%
Fig.1. The weight of driven motors in industry and residential applications
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The efficiency of the drive motor is defined through 77 as the ratio between
mechanical active power P, and the input electrical active power:

_In
=g (M

The difference between input electrical power and the mechanical power
represents the following losses:

- Stator winding losses APy;

- Rotor winding losses AP»;

- Magnetic circuit losses APpg;

- Ventilation and friction losses APny;

- Release losses APg.

Pl = CQQ

Stator

Fig.1 Simplified energetical balance for asynchronous motor
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For an asynchronous motor, the loss of active energy (A p,) is calculated by
the following relation:

P
Ap,= (1—77)~7N (kW) )

where: 77=nominal efficiency; P ,, =nominal power

The loss of reactive energy (Q) is calculated by the following relation:
Q=P 1gp (kVAR) 3)

Out of the losses generated in an asynchronous motor, the mechanical losses
Pm are practically independent from the charging power, and only the losses from the
wrappings and the ferromagnetic core remain variable according to the electrical and
mechanical variations.

The losses from the wrappings are practically dependent only on the charge
and the quantity of the materials.

The losses in the stator AP;= 3R; I,> are the losses with caloric effect,
determined by the current I;, the energetic parameters of the asynchronous motor are
defined by efficiency (77 ) and power factor (cos@), which help calculating the loss of

active power and the loss of reactive power.

—_Pa P
y3Ucosp +3Uncose

I “4)

we can notice that for a given current, the only measure is to increase the section of the
conductor, and so to decrease the density of electricity.

The losses wight for three phases asynchronous motor, on nominal load, is
shown in the below table. The losses adjustment in dependence of shaft load is shown
in the (figure 2).

Table 1 The losses in the asynchronous motor

Type of losses Losses weight
Joule losses in stator 37
Joule losses in rotor 18
Magnetic circuit losses 20
Mechanical and friction losses 9
Release losses 16
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Fig. 2 The losses variation for asynchronous motor

25

For the asynchronous motors with contact rings, this measure can be applied
for both rotor and static armatures. The limit is given only by the possibility to place
spires, limited by the exterior diameter of the machine.

In the case of asynchronous motors with a caged rotor, the measure can be
applied only at the static wrapping. The rotor wrapping must satisfy other requests
corresponding to the rotation moment necessary to accelerate and the starting current,
as compared to the one with rings, so the degrees of freedom for this motor are lower.

Usually, the asynchronous motor with a squirrel cage rotor requires relatively
big starting moments and low starting currents. This requires a certain shape of the
rotor notch, which must have a pronounced refutation of the current from the rotor bar,
in order to increase the apparent resistance.

2. ABOUT HIGH EFFICIENCY MOTORS

New EU eco-design measures for electric motors and variable speed drives
enter into force on 1 July 2021, aimed at improving the energy efficiency of these
products across the EU. Applicable to AC induction motors (such as those that can be
found in washing machines, air conditioners, or heat pumps and are also commonly
used in many types of industrial applications), the new rules update the previous
regulation from 2009. The new regulation has a significantly broader scope, covering
motors with a power range from 0.12 kW until 1000 kW. The energy efficiency
requirements have also been reinforced, reflecting technological progress and market
evolution in the past decade. For example, the new rules will now regulate the
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efficiency of variable speed drives. This will help engineers to optimize the efficiency
of entire systems.[3],[4]

The induction motors with power between 0,12kW — 1000kW and voltage till
1kV, are classified in three efficiency classes:

a. Standard Efficiency IE1;

b. High Efficiency IE2;

c. Premium Efficiency IE3;

d. Hight premium efficiency [E4

Table 2 The efficiency of regular motor and efficiency of efficient motor

Efficiency
Power domain Regular motor Hight efficient motor
[kW] [%o] [%o]
0,75+7,5 80 86
7,537 86 90
37+75 90 93
>75 95 96
n (%]
100
IH :---.‘___
[E4| Lt T
20 IE3 1A
""-"
W' sal,
80 7
A/ IE]
/W
-AAA A
T

60

sol L

40
0102 05 1 2 5 1020 50 100200 500 Pn [kW]

Fig.3 The 1 adjustment of electrical motors with two poles in dependence of efficiency classes
and nominal power
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From above diagram, it can notice that an electrical motor with 7,5kW from
IE3 has an efficiency about 90,1% in compatation with the corresponding motor from
IE1 which has an efficiency is 86%, so the losses reduction is about 20%.

These motors must be executed respecting the standard power-frame size
assignment. To increase the efficiency of induction motors there were looked methods
to reduce the losses. In the conductors of the stator winding appear principal and
supplementary losses.

The IE class and nominal efficiency has to clear subscript on the identify
motor plate.[3],[5]

The annual energy economy AE from replacing the regular motor (1) with an
efficient motor (1) is calculated with the below relation:

AE =Py A ta (1M -1/Me) ®)

P, — nominal power, A — load factor equal with the ratio between real power and
nominal power, ¢, — the annual duration of operating at nominal power time.
The annual reduction of CO», is C:

C.= AE - f. [kg CO/an] (6)

Where . (kg/kWh) is the pollutant emissions factor for different resources are
shown in the below table.

Tabel 3 The values of emission factor fc

Resources fc (kg/kWh)
CO: | SO NOx CO
coal 1,18 | 0,0139 | 0,0052 | 0,0002

petroleum 0,85 [ 0,0164 | 0,0025 | 0,0002
natural gas 0,53 | 0,0005 | 0,0009 | 0,0005
hydro - - - -
Wind, - - - -
photovoltaic

To reducing of the principal losses in the stator winding was achieved by
reducing the stator winding resistance. To this aim the winding diagram with
concentric coils was replaced with a winding diagram with equal, displaced coils. The
losses in the magnetic core are the main losses (which are taking place only in the
stator) and supplementary losses. For the reducing of the losses in the core the use of
electromagnetic steel sheet, having lower specific losses ps=1.1W/kg (M270-50) and
ps=1.7 W/kg (M400-50) instead of that with specific loss of ps=3.6 W/kg (M800-50).

By adopting certain constructions and design methods, one can obtain motors
with high energetic indexes.
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The supplementary losses in the core appear both at no load and full load
status of the machine. According to the literature, the supplementary losses can reach
up to 8-25% from the total losses.

The supplementary losses in the induction motor are [6]:

- surface losses (representing 40%from the total supplementary losses);

- losses caused by transversal currents between the rotor bars (30% from the
total supplementary losses;

- pulsation losses (represent 17% from the total supplementary losses);

- losses produced by the high frequencies (10%); losses produced by the stray
fluxes.

Therefore, in order to reduce the supplementary losses and implicitly to
increase the efficiency, first of all must be reduced the surface losses and the losses
produced by the transversal currents between the rotor bars.

It was shown above theoretically that the decreasing of the supplementary
surface losses and of those produced by the transversal currents can be achieved by the
increasing of the resistivity of the rotor surface respectively by the increasing the
resistance between the bars. [7]

This treatment is made as follows: the rotor (with machined shaft, but not
finished on the bearing-seats) having the surface of the rotor core machined, is

introduced in an oven and the temperature is increased at 400 °C and then maintained
for 2 hours.

Then the rotor is cooled suddenly in water up to maximum 30C. Using copper
instead of aluminum in the execution of the squirrel cage leads to the decreasing of the
rotor resistance, of the losses in cage and, also, leads to increasing of efficiency. For
increasing the efficiency, it was worked on the ventilation losses by using fans with
smaller external diameter.

3. CONCLUSIONS

The energetical efficiency growth in the electrical drives could determine a
reduction of energy necessary with 6,5%. If estimate that every saved kWh leads to
reduce the CO, emissions with one kg of CO,, for Romania, to a energy production of
45TWh/year , the gross energy necessary is less with 3,25% and is corresponding
about 1,45-10° tons of CO..

Worldwide, electric motors represent around 50% of electricity consumption.
Promoting market uptake of efficient motors and drives is an important contribution to
the fight against climate change.
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USING SENSORS WITH MODBUS COMMUNICATION RTU
INTO A DATA ACQUISITION SYSTEM
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Abstract: In this paper we propose an application written in LabVIEW through which
a number of transducers or sensors are controlled so that the data from them are taken according
to a certain algorithm and also this application realize the data processing. Control consists in
selection for each of these transducers, their inputs selection and retrieves information from
them. The physical connection between used transducers and master is made through RS-485
bus and the transmission protocol used is Modbus RTU.

Keywords: RS-485 interface, environmental sensors, Modbus RTU, LabVIEW.

1. INTRODUCTION

It is known that a data acquisition system can be defined as a measurement
system that allows both visualization and recording of the evolution over time of
several analog or numerical quantities.

The traditional operator’s control function has been replaced by instruments
and sensors that give very accurate measurements and indications, making the control
function totally operator-independent. The processes can be fully automated.
Instrumentation and sensors are an integral part of process control, and the quality of
process control is only as good as its measurement system [1].

The instrumentation and sensors send the collected data, representing the
controlled quantities' values through electrical signals. The current practice involves
their digital transmission, that’s means the transfer of binary codes to the equipment
that allows the visualization or processing of this acquired data.

Here are many solutions both in terms of the hardware configuration of the
data transmission structure and software solutions for their implementation. One of

! Associate Prof. Eng. Ph.D. at the University of Petrosani, nicolaepatrascoiu@upet.ro
2 Eng.,Ph.D. student at the University of Petrosani, cosminrus@upet
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these possibilities is to use the RS-485 serial transmission bus together with the
Communication Modus protocol [2].

Data collection, from different environments, can be done by manual
measurements and their subsequent manual or computerized processing [3]. Their real-
time data acquisition brings a new perspective to the scientific analysis of the
information contained [4].

Different methods and structures are been developed following the different
aspects of environmental monitoring systems. Thus a very important aspect is related
to the distance between the measurement points and the data processing location. If
these distances are large, different radio technologies are used for data transmissions,
such as GSM and wireless standards as IEEE 802.15.4 or ZigBee protocols [5].

However, if these distances are of the order of tens or hundreds of meters, it is
possible to use transmission technologies using various physical environments. This
second variant has the advantage that it also offers the possibility of remote powering
of nodes and sensors.

The solution that we propose through this paper comes to complete the known
solutions, by the fact that the data collection is done according to a specific algorithm.
This algorithm aims to obtain functional characteristics of the input-output type based
on predefined values of the input quantities. Thus, automatic measurements are
performed and graphs of the evolution of the quantities subject to observation under
predetermined conditions are provided to the user.

The algorithm is validated by means of a laboratory stand in which various
transducers are used for various physical quantities connectable on the RS-485 bus
with data transfer via Modbus RTU protocol.

2. HARDWARE STRUCTURE

The used sensors are a family of environment sensors with an RS-485 interface
and these communicate using standard Modbus RTU protocol. We used the Tibbo four
types of sensors:

1. temperature sensor (BP#01),

2. combined temperature and humidity sensor (BP#02),
3. light sensor (BP#03),

4. 3-axis accelerometer (BP#04).

All of these are typically wired to a twisted pair cable, which distributes power
and carries RS485 “+” and “-“ lines and sensors accept the supply voltage in
the 4V to 15V range.

Each of the 4 sensors used in the acquisition system is made using the
measurement integrated circuits specific to the controlled quantities. The structure
circuits of the four sensors used, as well as their main measurement parameters, are
presented in the table 1 [6]:
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Table 1. The structure circuits of the four sensors used

Type of sensor Measurement IC Measurement specifications
BP#01 — ambient MCP9808 » Measurement range: '-40. Cto o+ 125°C
temperature sensor Microchip » Measurement resolution: 0.25°C

» Measurement accuracy: + 0.5 °C
1. Temperature measurement
» Measurement range: -25°C to 50°C
» Measurement resolution: 0.5°C
. » Measurement accuracy: + 0.5 °C
gi#oezrélir:t;félt HIH6130 2. Humidity measurement:
hun?i dity sensor Honeywell » Measurement range: 10 to 90% RH
Y » Measurement resolution: +0.1% RH
» Measurement accuracy: +5% RH4
» Temp. range for valid humidity
measurements: 5°C to 50°C
BPH03 — ambient BHI1721EVC » Measurement range: 1 to 65528 lux
. . » Measurement resolution: 1 lux
light sensor Optical Sensors )
» Measurement accuracy: 1 lux
» Independent X, Y, and Z axes
BP#04 - 3-axis ADXL312 » Measurement range for each axis: i§G
. » Measurement resolution for each axis:
accelerometer Analog Devices
0.003G
» Measurement accuracy for each axis: 0.1G

Figure 1 shows the sensor capsule, with the specification that it is common to all
4 types of sensors used.

+V — RS485+

T— RS485-
2

38400-8-N-1

10]%]
Sensor zone
MD Button _
(on the side) Mounting
hole
Mounting Status LEDs
hole

Fig.1. The connector and control elements of the used sensor
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The RS-485 applications use data communication over twisted-pair cable
because the noise from external sources couple equally into both signal lines as
common-mode noise, which is rejected by the differential receiver input.

Using only one signal pair means half-duplex communication mode and that
implies the data driving and receiving to occur at different times and necessitate the
controlled operation of all nodes via direction control signals, such as
Transmitter/Receiver Enable signals.

RS-485 standard conforms transmitters provide a differential output of a
minimum 1.5 V across a 54-Q load, whereas standard conform receivers detect a
differential input down to 200 mV.

The two values provide a sufficient margin for a reliable data transmission
even under severe signal degradation across the cable and connectors. This robustness
is the main reason why RS-485 is well suited for long-distance networking in a noisy
environment.

Based on these considerations is build the experiment configuration with the
sensors connected to the RS-485 bus and this configuration is shown in Fig. 2

BP#04 BP#03 BP#02 BP#01
RS485 to
Aﬁ Aﬁ Aﬁ Aﬁ RN
- . ' - adapter
ii +RS485
. - RS485
+V
GND

Fig.2. The diagram and the setup of the experiment.

Because the sensors, which represent the slave devices, communicate with a
master device or equipment through RS-485 serial bus and when the master device is a
PC or laptop they should have a compatible port for connection to this serial bus.

The current and usual PC or laptop communication port is the USB port and in
these cases for connecting the sensors is required a USB to RS-485 adapter. In
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developing this application is used the UT-850 converter (a Data Communications
product), which ensures a data transfer rate of up to 921.6 Kbps. This RS-485/422 to
USB converter adds a virtual serial port on a desktop or laptop so that the outputs are
automatically configured as additional COM ports [7], [8].
Parameters of the data communication through RS-485 bus are:
» Half-duplex (two-wire) RS-485 interface
» Communications parameters: 38400-8-N-1
» Modbus RTU protocol
» Sensors powered via the USB port and RS-485 adapter [9]

3. SOFTWARE IMPLEMENTATION

The software used to control the data acquisition from the sensors and also the
data processing that we propose in this paper is built in the LabVIEW graphical
programming environment and like all applications builds in LabVIEW is named
virtual instrument.

A virtual instrument has three components, i.e., a front panel that is the user
interface, a block diagram that is the proper program and icon used in the hierarchical
structure of the virtual instrument.

The virtual instrument build for this application consists of the main program
and a number of subprograms, called SubVI used to simplify the diagram block
configuration.

This programming environment was chosen due to its ease of use, the
multitude of functions and libraries available and even due to the fact that in the
current context of the development of IoT technologies there are more and more
implementations of specific IoT programs in LabVIEW. Also, this programming
environment is widely used in terms of creating hardware and software platforms that
allow the development of online laboratories both in the IoT context and especially in
the current pandemic context.

3.1. Front panel

The front panel consists of three components through which the user can
interact with the virtual instrument.

The first component is dedicated to the necessary settings for communication
with the sensors on the bus via the Modbus protocol. The parameters are set according
to the previous specifications [9].

The second component is used for the selection of one of the two working
modes, namely: manual query (acquisition), figure 4, or automatic query (acquisition),
figure 5. For the manual query, the user has a TAB control to choose the sensor to be
read (BP # 01 ... BP # 04).

For the automatic query, all the 4 sensors will be interrogated cyclically, thus 7
values of the measured quantities will be displayed simultaneously: temperature from
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the BP # 01 sensor, temperature and humidity from the BP # 02 sensor, light intensity
from the BP # 03 sensor, as well as the movements along the X, Y and Z axes from the
BP # 04 sensor (Giro).

The third component offers the user the processed data in the form of a graph
with every quantity evolution in time for the manual query, (figure 3) respectively
these quantities in the form of a table which is displayed all the values and the time
stamp of their acquisition (figure 4).

Date Time Temp1Temp? Umidt Light X Y 7 |=
12.04.2021 11:15:57 22,00 2140 388) 58300 (73 035 911
12.04.2021 11:16:68 2175 2140 3880 58300 €73 035 9,11
12.04 2021 11:16:60 21,75 2140 38,70 658300 73 0356 0,11 ©
12.04.2021 11:16:00 21,75 2140 38,70 58500 73 035 911

Fig.3. Front panel in the Manual Acquisition mode

Fig.4. Front panel in the Cyclical Acquisition mode

3.2. Block diagram

The block diagram represents the program itself and is built with operations,
functions, and programming structures from LabVIEW libraries.

The main programming structure in making the virtual instrument is a WHILE
loop that makes the program work until the user presses the STOP button. While running
the program, the user can always switch between the two operating modes of the virtual
instrument, namely, Manual Acquisition mode or Cyclic Acquisition mode.
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VISA Refnum in

WISA
7

Baud Rate

Iz

Switching between the two working modes is performed by means of a Case

New Serial Master ¥

Fig.5. Modbus reading functions

structure controlled with TAB Control.

For the Manual Acquisition mode, the user has another tab control, Select
Device, with which he can select any of the four sensors on the bus. The selection is made by
the ID of each sensor and to read the information available to it is chosen is used the list
of Modbus registers for each sensor. Based on the two identifiers, subVIs are made for each

#

error out

of the 4 sensors using Modbus functions from the NI Modbus library, as shown in fig.5.

The measured values are thus taken over and transmitted to Chart type indicators
to represent their evolution over time. Each graphical indicator is activated with the selection
of the respective sensor and for this their Property type nodes are used with the choice of the
Visible property. The block diagram of the virtual instrument for the operation corresponding

to the Manual Acquisition mode is presented in figure 6.

T "Manual acquisition” ~P]

W{"BP 201", Defauit ~}] peratu er Umidity Light
+— ] $AZ] o3 | bz
74:1@ 'Ug*;t_fhan
S
+ V'!s]
Giroscop Chart - =
Temperature & Umidity Chart
Select device i
= Temperature Chart
Tempera idity Chart
., - s
Temperature Chart 3
=] .:1_‘: bid Girascop Chatt

Stop Butten

Fig.6. Block diagram of the Manual acquisition mode
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By choosing the Cyclic Acquisition operation mode on the front panel, indicators for
each size will be available and their values are read by including a FOR loop in the
structure of the block diagram. The number of cycles required to read the sensors is set so that
constant 4 is connected to the Count terminal. The block diagram of the virtual
instrument for the operation corresponding to the Cyclical Acquisition mode is presented in
figure 7.

The selection of each sensor is made by using the iteration variable of this structure
which also controls a CASE structure by connecting that to the Case selector. Thus, in
each cycle, the iteration variable is incremented and, by default, the next sensor is selected. This
selection procedure is resumed after each reading package of all sensors.

The iterative reading of each sensor is done by calling the same SubVI used in
the manual acquisition mode.

Because the values read on the bus correspond to a single sensor at a time, all
other sensors send the value O at that time, in order to retain all the values, read in a cycle of
the FOR loop, a displacement register associated with this FOR structure is used.

The values read from each sensor are taken through local variables and converted
from numeric format to string format via the Number to Fractional String Function.
These functions convert a number to an F-format (fractional notation), floating-point string at
least width characters wide or wider if necessary.

il

Tonpgiurs 1 Tempersture £ Humidity Light ety
v o o e

g
Sl L
il |=
H
it

2

-

Tab Contral

g

Stop Button

Fig.7. Block diagram of the Cyclical acquisition mode

The strings representing the read values are added with the information about the
time (date and time) of their acquisition obtained with the Gate Date/Time in Seconds
function and all are grouped in an array using the Build Array function.

Each new data packet is inserted into the array containing data from previous
acquisitions, retrieved through the Shift Register, using the Insert into Array Function. All
these data are sequentially displayed in Table.

Although it has imposed constraints since its inception more than 40 years ago,
related to the speed of data transmission, the maximum number of devices that can be
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interconnected and possible problems caused by potential sources of interference, the Modbus
protocol is widely used, especially in energy consumption monitoring applications and as
seen in the present case and in terms of managing a network of sensors].

Even though there is more and more talk these days about wireless sensor networks
(WSN), wired sensor networks have not yet reached their maximum potential and are still
widely used, especially in environments where it is not possible to provide good protection
against any type of interference. Thus, we will always try to find the simplest and reliable
solutions to improve technologies that allow the acquisition of various data from different
sensors to achieve high-performance monitoring systems, especially in the context of new
IoT technologies.

4. CONCLUSIONS

This paper presents its own contribution related to the Modbus communication protocol
and its use in a network of sensors. Thus, through its own algorithm implemented in LabVIEW,
a manual and automatic reading of 4 types of sensors was achieved (temperature sensor,
temperature and humidity sensor, light sensor and accelerometer). In the manual operation
mode of the program, it allows the user to select the type of sensor from which he wants to take
the data so that later they can be processed and displayed as a graph. In the automatic reading
mode, an automatic reading of all the sensors is performed and the results are displayed in
the form of graphs specific to each sensor.

Thus, an overview can be made of some important physical parameters in a certain
area proposed to implement such a monitoring system using a network of sensors that use the
Modbus communication protocol.

The hardware structure can be expanded to 255 sensors with the appropriate
settings for their identifiers. The length of the bus, according to RS485 specifications, can be
extended up to 1200 meters, which ensures a relatively large coverage area. Any addition of
sensors in the structure implies a minimal intervention in the program regarding only the
number of sensors that will be read either manually or cyclically.

The entire system of acquisition, processing and display of results implemented and
presented in this paper has a special reliability being tested both in the laboratories of the
University of Petrosani and in external environmental conditions and has proven its
effectiveness and accuracy.

The major advantage of this system is that it can be included extremely smoothly and
quickly in other specialized programs due to its modular structure, the entire program is built
around a central core that deals only with data processing while for communication with the
four sensors four subprograms (SubVI) are used which can be modified or used as desired.

REFERENCES

[1]. Caldararu F., Caldararu M., Metode de mdasurare §i monitorizare a
parametrilor de calitate a mediului, Editura Cavallioti, Bucuresti, 2010.

[2]. Derenzo E.S., Practical Interfacing in the Laboratory Using a PC for
Instrumentation, Data Analysis, and Control, Cambridge University Press, New York, 2003.

[3]. Draghici C., Perniu D., Poluarea si monitorizarea mediului, Ed. Univ.
Transilvania, Brasov, 2012.

189



NICOLAE PATRASCOIU, COSMIN RUS, CECILIA ROSULESCU, NICOLETA
NEGRU

[4]. Jafer E., Spinar R., Stack P., O’Mathuna C., Pesch D., Wireless sensor
network deployment for building environmental monitoring and control, AMBI-SYS, Berlin,
2011.

[5]. Nikhade S.G., , Wireless sensor network system using Raspberry Pi and zigbee
for environmental monitoring applications, ICSTM, India, 2015.

[6]. Rus C., Negru N., Patrascoiu P., Low-cost System to Acquire Environmental
Parameters in Urban Areas in the Context of IoT. Journal of Environmental Protection and
Ecology 20, No 3, 1451-1461, 2019.

[7]. *** https://tibbo.com/store/rs485-modbus-sensors.html

[8]. *** Modbus Application Protocol Specification. http://www.Modbus-IDA.org,
2006.

[9]. *** RS485 Modbus Sensors ("Bus Probes"). https://docs.tibbo.com/phm/bp

190



Annals of the University of Petrosani, Electrical Engineering, 23 (2021)

A NEW GAIN MATRIX OF THE ROTOR FLUX
LUENBERGER OBSERVER FOR INDUCTION MOTORS —
ROTATING METHOD OF THE EIGENVALUES

OLIMPIU STOICUTA!

Abstract: In this article presents a new gain matrix of the rotor flux Luenberger
observer obtained based on the rotating method of the eigenvalues. In order to determine the
gain matrix of the Luenberger observer, the mathematical model of the induction motor with
iron loss, is used. The Luenberger observer estimates the position and modulus of the rotor flux
space vector. The validation of the new gain matrix is done by numerical simulation in Matlab-
Simulink.

Key words: induction motors, numerical simulation, Luenberger observer.

1. INTRODUCTION

In present, direct rotor field-oriented control (RDFOC) of induction motors,
require estimation of the position and modulus of the rotor flux space vector [1] —[3].

The dynamic performances of vector control systems are closely linked of the
quality of estimating the position and modulus of the rotor flux space vector [1]—[3].

In order to increase the quality of the estimation of the position of the rotor
flux space vector, of the induction motor mathematical model with iron core losses is
used [4], in the design of the gain matrix of the Luenberger observer. In this sense, the
method of rotating the eigenvalues, proposed by R. Maceratini and G. Barba is used
[5]

The essential contribution of this article is related to the presentation of a new
gain matrix of the rotor flux Luenberger observer. In the final part of the article, the
dynamic performances of the Luenberger observer, based on the new gain matrix, are
evidenced by numerical simulation in Matlab-Simulink.

' Ph.D. Associate Proffesor Eng., University of Petrosani,
stoicuta_olimpiu@yahoo.com
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2. LUENBERGER OBSERVER

For a better understanding of the method for determining the new gain matrix
of the Luenberger observer, in the following are presentation two mathematical models
of the induction motor.

e the stator currents-rotor fluxes model (in which the iron losses are neglected)

[1]:
iS a a _..a .Z .a)r ZS b
e N M Il M il ) (1)
ar|\y, ay au+J-2, 0, v, 0 :
where E‘ :idS +j‘iqs; Zr :l’[/d”-’-j'lf//qr; Uy =Uy +j'uq>v; ]:\/__17
a_—L_Fl__O--a_L—m-a_L—m.a_i_a __i‘
""\ro To) " L-L-Tc’ " L-L-c O T P 1’
1 L L I?
by=——T,=—;T =—;0=1-—=
L o R R L L,

® the stator currents-rotor fluxes-air-gap fluxes model (the parallel model in
which iron losses are taken into account) [4], [6]:

d i ay, a; Qs i ﬂn
E o= 0 A+ ]z, 0, —Qy | v 0 |-u, 2)
Zm s As3 Uss Zm 0

Where zs :ids+j.l'qs; Zr:lydr—i_j'l//qr; Zm :l//dm+j'lqu;252uds+j.uqs; ]: V_l;

R +R R L R
o TR _ JA v Sl = ——1 - =R, ;
R, L !
G=y o= R A b= ket s L= Lo+ L

The following notations were used in the mathematical models presented
above: R,, R, — rotor/stator resistances; L,, Ly rotor/stator inductances; L,, — mutual
inductance; R, — iron loss resistance; 7}, Ty — rotor/stator time-constants; o — leakage
factor; z, — number of pole pairs; @, — mechanical angular speed; u, — stator voltage

space vector; i — stator current space vector; y — rotor flux space vector; iy — space
© —_r —_m

vector air-gap flux.
Under these conditions, the relations that define the Luenberger observer are

[6]:
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i l_is _ a, als_j"’llfzp'a)’ . l‘:‘ +|:b11:|‘ZS+G-C- L - l_} 3)
at|\y, a3 ayp+JZ, 0, v, 0 Z, Y,

where the estimated variables are denoted by “*’; C =[1 0] and G is gain matrix
Luenberger

G:|:g11+]:’g12} (4)
8utJ 8

To determine the elements of the matrix G, in the following we will define the
following matrix

all alS
I'= . ©)
0 ay+jz,0

From the above relationship, we notice that I" is a submatrix of the state
matrix (first 2 rows and 2 columns), from the component of the mathematical model
defined by the relation (2).

Following the tests, it observed that the spectrum of eigenvalues of the matrix
I is located to the left of the complex plane. The spectrum of the eigenvalues of the I'
matrix is obtained from the following relation

det[4, -1, -T]=0 (6)

where 7, is the second order unit matrix and 4, =4

‘ml

+j-4,, is the spectrum of

eigenvalues of the matrix I.
Under these conditions, the elements of the gain matrix (G) are determined
from the following imposed relation

A=k, A

e m 2

ket (7)

where: A, =4,+j-4, is the spectrum of the Luenberger observer eigenvalues;
k, =k, + j-k, is the proportionality coefficient; £ is the set of complex numbers.

The relation of determining the spectrum of the Luenberger observer
eigenvalues is

det[4,-1,-(4-G-C)]=0 (®)

a, a,—j-a,-z, -0
11 13 14

where 4= T
as, ay+j-z, 0,
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Taking into account the relation (7), following the calculations we obtain the
elements of the matrix G.

g11zall+a33_k1'(a11+a33)+k2'zp'a)r )
g12=Zp'60,'(l—kl)—k2-(a”+0{33) (10)
a; — 8, % (kj—klz)(zi-a)f+a33-a33)+2-k1 ks -Zp-a),,(a33—a33)
&y =ay+———+— > > (11)
ay ay, zZ, @, +as;
a, (k22 _klz)'zp 'a)r'(a33 —0633)—2-/{1 -k, (Z,i 0] +a, 'a33) g0
8n =" —== (12)

22, 2
a, Z, @, +a; ay

If in the above relations, we impose k, =0 and k, >1, we obtain the elements

of the matrix G based on the method of H. Kubota (proportional eigenvalues method)
[7]. The elements of the matrix G in this case are identical to those proposed by
O.Stoicuta [6].

On the other hand, if k =k-cos(8) and k, =k-sin(6), the matrix G e is
obtained based on the method proposed by R. Maceratini and G. Barba (method of
rotating the eigenvalues) [5].

In this case, the proportionality coefficient from relation (7) becomes [5]:

k, =k +jk,=k-e’; 0<0<x/4; k>1 (13)

From the above relation, it is observed that the method proposed by R.
Maceratini and G. Barba is identical with the method proposed by H. Kubota, with the
difference that simultaneously with the amplification of the eigenvalues by means of
the proportionality coefficient k, there is also a rotation of the eigenvalues with an 8
angle.

In the above relation, the 6 angle can be chosen either constant or depending
on the mechanical angular speed. (V. Bostan proposed this idea [8])

k, =k +jk,=k-e’; 0=k, -0 ;k>I1 (14)

where k, =0, /o, .

If in relation (7), we choose I' = 4, we obtain the elements of matrix proposed
by G. R. Maceratini and G. Barba [5]. The matrix G in this case is defined by the
following elements [5]

gll:(l_kl)'(a11+a33)+k2'Zp'a)r (15)
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glz:(l_kl)'zp'a)r_kz'(a11+a33) (16)
g21=(1—k12+k22)-(a31+}/~a11)—7/-g11 (17)
g22z_z'kl'kz'(a31+7‘all)_7'glz (18)

where y =1/a, .
On the other hand, if in the above relations we impose k, =0 and k& >1, we
obtain the elements of the matrix G, proposed by H. Kubota [7].

3. SIMULATION RESULTS

The validation of the gain matrix Luenberger - proposed (defined by relations
(9) - (12)), is done by numerical simulation of the Luenberger observer in Matlab-
Simulink. In this sense, a 1.5[kW] induction motor is used [6], [9]. The Luenberger
observer is tested in open loop. In the numerical simulation, the induction motor starts

based on the DOL (Direct On-Line) method, in load (7, =10[N - m]).
The simulation results are presented in the following figure.
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Fig.1 The time variation of the rotor flux space vector (a) and stator current space vector (b)
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In the numerical simulation, formula (13) was used, in which: £ =1.2; §=30°.
Based on the results in Fig. 1 we can say that the Luenberger observer estimates the
state vector of the induction motor very well (the errors being very small). Tests have
shown that the errors increase as the @ angle decreases. The optimal choice of the
parameters k£ and 6 in formula (13), as well as the study of the stability of the
Luenberger observer, will be the subject of another article.

4. CONCLUSIONS

The article extends the field of research of the full-order state observers for the
induction motors. The article presents a new gain matrix of the Luenberger observer.

Numerical simulation tests have shown that the new gain matrix of the
observer allows the state vector estimation with very good errors. The Luenberger
observer presented in this article successfully can be used in the vector control systems
of induction motors.
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DETERMINATION OF THE BASIC PARAMETERS OF A
PERFORMING FILTER FOR COMPENSATION OF THE
DEFORMING REGIME

ILIE UTU!, MARIA DANIELA STOCHITOIU?

Abstract: In this paper were elaborated the sizing procedures for the main power
components of the parallel active filter. The procedures are a set of automated tools that allow an
optimal and quick choice of components. First of all, the filter load is established, starting from
the parameters of the non-linear consumer to be compensated (nominal current, harmonic
content), the proposed compensation level and the compensation strategy to be applied. Then the
criteria for sizing inductiveness from the output of the active filter are established.

Particular attention is paid to the passive filter for the switching waving. Different ways
of location and their implications are reviewed, different filter topologies are identified, the
advantages and constraints of each are examined.

Key words: Harmonics, filters, adjustable electric drives.

1. INTRODUCTION

In modern energy systems, nonlinears have an increasing share; the widespread
use of adjustable AC drives, having rectifiers with diodes as the first floor of conversion,
of DC drives based on rectifiers with thyristors, of cycconverters has as a consequence
the increase of the harmonic content of the current absorbed by consumers.

The disadvantages of these current harmonics are well known [1], [6]:

» increased power dissipation in cables, transformers, electric machines, and

capacitors.

» in three-phase systems with null, the multiple harmonics of three gather in
the null conductor so that the current in this conductor reaches unacceptable
values.

» the current harmonics cause the distortion of the supply voltage of all
consumers, so linear consumers are also affected, which does not generate

! Associate Professor Eng., Ph.D. at the University of Petrosani, ilieutu@upet.ro
2 Associate Professor, Eng., PhD, University of Petrosani, branaliliana@gmail.com
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current harmonics.
» harmonics accelerate the processes of aging of insulation and reduce the life
of installations.
The limitation methods can be divided into three groups:
» passive filters,
> harmonic isolation and reduction transformers,
» active filters
Active filters are static power converters that can perform various functions. The
current filtration schemes allow the synthesizer of any form of current with harmonic
components of relatively high frequencies, sufficient for most practical cases and at
increasing power levels [2], [5].

2. FILTER OUTPUT INDUCTANCE

The procedure for sizing the inductance at the filter output is based on the
following criteria:

> A lower limit of the inductance of LF(min) is set so as to limit the flow
of current due to the components with the switching frequency and its
multiplies (e.g. to 5...15% of the injected current).

> Anupper limit of the inductance of LF(max) is set so that the minimum
rate of variation of the current generated by the filter is higher than the
maximum speed of variation of the consumer's current; only in this way
is an adequate compensation of the harmonics possible.

Following the performance of some simulations, the variation of the ratio
between the apparent power of the filter and the apparent power of the nonlinear
consumer can be determined in case both the reactive power and the current harmonics
are compensated (fig.1), [3], [4]. Similarly, the variation of the ratio between the
apparent power of the filter and the apparent power of the nonlinear consumer can be
determined if only the current harmonics are compensated (fig.2.)

Lower limit of inductance LF(min)

A relationship of general character is obtained by relating the waving to the
maximum value of the current of the T¢ filter, as in the relation (1); for T, the maximum
value of the consumer current can be adopted, i.e. I (direct current at the rectifier output)

IFripple — Vdc - 100 [%] (1)

Ip 12-Lg fowlq

Upper limit of inductance LF(max)

2 2
dip _ ngc—\/; ViL @

dat L
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Fig.2. Variation of the ratio between the
apparent power of the filter and the
apparent power of the nonlinear consumer
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Fig.1. Variation of the ratio between the
apparent power of the filter and the
apparent power of the nonlinear consumer
in case the reactive power and the current
harmonics are compensated

In fig. 3 is represented the relation (1) for fsy = 10 kHz, having as parameter Vg
and in fig. 4 is represented the relation (2), having as parameter Vdc.
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Current ripple [%]
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Fig.3. Curves ir, ripple=T(Lf) for Fig.4. Curves dig/dt = f (L) for the
determination the minimum inductance of determination maximum inductance limit
the Lr inductance (min)

3. FILTER CAPACITOR

The procedure for sizing the filter capacitor is based on the balance of powers.
The calculation assumptions are as follows:

» The active power dissipated in the converter is negligible.

» The energy stored in the output inductiveness is negligible.
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» The continuous voltage is kept constant with the help of the specially
designed adjustment loop, so the undulating component of the continuous
voltage Ve ~(t) is much lower than the mean value Vi

Vac (t) =Vgc + Vdc,~ (t) = Ve (3)

»  Since the chosen switching frequency - fsw (10kHz) is much higher than the
frequency of the network, fs the undulating component at the switching
frequency and its multiplies of the current absorbed by the capacitor icsw is
negligible in relation to the low frequency undulating component of the current
absorbed by the capacitor ic~ (multiples of the network frequency)

ic(t) =1+ ic,~(t) + ic,sw(t) = ic,~(t) (4)

In relation (4) the mean component Ic is null as a consequence of the fact that
the losses are neglected in the converter — the first calculation hypothesis.
» Only the current harmonics are compensated, the reactive power is not
compensated.
It is useful to express the curling component Avqc relative to the mean value V.

Avge _ THDj . SL (5)
Sde — L
Vac 1+7Hp} CaVdc®s

A useful form of materialization of the
oL sizing procedure is the representation of
+ _ Reactive power compensation ' ' . . . .
7 and current harmonics ! I ! the I'E|at|0nSh|p (5) asin Flg 5.
' o The dependence of the relative ripple on
the value of the filtering capacity is
highlighted. It is observed that if it is
desired to compensate the reactive
power, the required value of the filtering
capacity is much higher at the same
ripple percentage, [4], [5], [6].
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0 4 000 8 000 12 000 16 000 20 000
Capacitor [uC]

Fig.5. Condenser value curves filtering

4. PASSIVE FILTER FOR SWITCHING RIPPLE

In the absence of measures to limit the switching wave of the current absorbed
by the active filter, these harmonics enter the non-line consumer to compensate and the
supply network, which may result in the deformation of the supply voltage in the CCP.
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Simple active filter structures use the output inductances of the L filter as the only
interface between the converter and the network [7].

But in order to have a good dynamic of the active filter, a maximum limit is
imposed for the value of the Lr inductance; thus, a very high switching frequency is
required to maintains the switching ripple of the absorbed current within acceptable
limits, only with a low output Lg inductance. In order to achieve good dynamic
performance and eliminate current ripple at a lower switching frequency, a passive filter,
located between phases, is required [4], [8].

The objective of this filter is to
remove the current harmonics
with the switching frequency
and its multiples, produced by
the converter. If properly
designed, the passive filter for
the switching ripple can also
attenuate the upper harmonics
in the current absorbed by the
nonlinear consumer, located
above the frequency band of
the active filter regulator, [6].
Some of the more widespread
typologies for passive filters
are shown in Fig. 6.

(i) )

Fig.6. Passive filter topologies for
switching waving

The approach in Fig. 6, consists in creating two separate paths: one path LT, Cr,
C on the switching frequency of the converter (fig. 7a) and another of broadband Rq, C
. (fig. 7b). The resistor Rq shall be
1 sized to ensure the damping of

Ry Re i R i Ra any resonance possibility with
the network or consumers, at
Lr ¢ L : frequencies above the active
o B § o ! filter band. o
Therefore, it is not
c ::|: c L necessary to increase the
_____ | 1 frequency band of the converter,
in order to achieve active
(a) (») damping of the resonances.

Fig.7. Topology in Fig. 6,
(a) The path for the switching frequency.
(b) Broadband path.
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The value of the network frequency current is determined by the capacitor C. At
the network frequency the impedance of the capacitor C is much higher than the
resistance Rq and, as a result, the fundamental voltage is found on the capacitor C, and
on the circuit granted to Lt, Ct the amplitude of the fundamental component of the
network voltage is very low (fig. 8).

5. SIZING THE BASICS

5.1 Task specification

The active filter shall compensate the non-linear consumer's current harmonics
so that the distortion factor of the total current absorbed is within the limits imposed.
The inverter on which the active filter is implemented is a deck with IGBT transistors of
200 A, 1700 V, SKM type 200GB173D1, cooled with an axial fan type SKF16B. A
current capability of the inverter of 55 A at 16 kHz has been estimated (fig.9).

: Voltage on thF:.- Voltage on C capacitor
tuned circuit

_________________

10msidiv
Vo200V idiv
1 1 1 I
Fig.8. Topology from Fig. 6,
The fundamental voltage is found on the C capacitor

5.2. Passive filter sizing for switching waving

The purpose of the passive filter is to create a way of deflection of the waving
current so that it does not penetrate the power supply network, [1], [4]. The efficiency
of the passive filter can be assessed by means of the current transfer factor with the
output in short circuit Hz1. The (ideal) efficiency criteria of the passive filter are:
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» module | Hz| to be unitary throughout the frequency band and null to the
frequency fsw and

» the phase shift inserted to be zero throughout the frequency band.

Of course, an achievable physical filter will partially meet these requirements.
It is chosen for the passive filter the topology in fig. 6, which has an optimal structure.
Let the value of the capacitor C capacity of 60 uF; its impedance at 50 Hz is about 53 Q
and, if you want to reduce the voltage on the circuit granted {Lr, C+} toabout 10 V, it
results in a resistance Ry of about 1.3 Q. (Table no.1)

Table 1. Parameters of the filter

fsw 10.8 kHz
L+ 32 puH
Cr 50 UF
R 60 mQ
C 60 UF
Rqg 15 Q

Fig.9. IGBT transistor bridge
Choose C1=6.8uF and result in Lt=32puH. The parameters of the passive filter
with the structure in fig. 5.9, are recapitulated in the table above; the resistance Ry is the
resistance of the winding of the inductance Lt of about 50...100 mQ, which leads to a
quality factor of 50...100 for the circuit granted L+, Cr.
6. CONCLUSIONS

All modern electrical and electronic equipment has switching sources or controls
the power absorbed in one way or another and thus results in non-linear loads. Linear
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loads are relatively rare, uncontrolled incandescent lamps and uncontrolled heating
systems are the only examples.

This class of equipment causes most of the problems caused by harmonics,
encountered in industry and commerce, on the one hand due to the large number installed
and on the other hand due to the type of harmonics they produce - with a multiple of
three.

Due to the increase in the number of equipment and without the application of
strict rules, followed by drastic measures, it is likely that harmonic pollution will
increase. It is a risk for companies that have invested, based on good design practice, in
the right equipment and in the right maintenance.
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CONSIDERATIONS ON THE EVOLUTION OF
ELECTRICITY PRICES IN EUROPEAN UNION
COUNTRIES IN RECENT YEARS
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Abstract: The last years have brought profound changes in the electricity sector
materialized through: restructuring, liberalization, regulation, privatization. The late few years,
significant electricity price increases took place in the electricity market, all over Europe and
worldwide, which recorded record price increases almost every month.. the paper addresses an
analysis of the increase in electricity prices in recent years in the countries of the European Union,
seeking to identify its causes. we have detailed aspects related to the evolution of prices in
romania, taking into account the price components.

Keywords: electricity, price, energy market

1. INTRODUCTION

From July 1%, 2007, when the energy market became competitive, all non-
household customers have the right to opt for a free electricity supplier.

Starting January 1%, 2021 prices for supplying electricity to customers
households are no longer regulated by ANRE (National Energy Regulatory Authority)
[8].

The advantages of liberalizing the electricity market are:

- encouraging the increase of energy efficiency and improving the quality of

the services provided;

- the possibility for consumers to negotiate electricity supply contracts;

- ensuring services in conditions of transparency, objectivity and non-

discrimination;

- new mentalities, specific to the competitive environment.

2. ELECTRICITY RATES COMPONENTS FOR CONSUMERS

! Associate Professor, Eng., PhD, University of Petrosani, branaliliana@gmail.com
2 Associate Professor Eng., Ph.D. at the University of Petrosani, ilieutu@upet.ro
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In order to exercise the right of eligibility, the National Energy Regulatory
Authority, ANRE, elaborates, establishes and monitors the application of the set of
mandatory regulations at national level necessary for the functioning of the electricity
sector and market.

The electricity produced in different types of power plants is introduced into the
national energy grid (SEN) with the help of specialized equipment, is then transported
through the high voltage networks of Transelectrica [7], and afterwards it is extracted
from the grid, distributed through the medium and low voltage networks of distribution
operators, which deliver it to consumers (households and non-households) and, in the
end, consumed by them.

The price of electricity includes the following components (tab. 1) [3], [8]:

a) a component resulting from the application of regulated tariffs (ANRE), for
the activities of transport, system services and distribution;

b) a negotiable tariff component, which represents the offer of the supplier to the
consumer.

Table 1. Electricity price components

Supplier offer Rates regulated by ANRE
price Transport System services Distribution
Negotiable rate TG | TL TS HV | MV | LV

These rates are approved by order issued by ANRE and include [2],[8]:

- networking tariff (TG)

It requires a series of equipment with the help of which some energy will be
transformed before it is introduced in a transport network. This tariff covers the costs for
the purchase, maintenance and operation of such electrical equipment.

- system service rate (TS)

Once introduced, the electricity is transported through the transmission network,
through the electrical networks, to the border with one of the 8 territorial electricity
distribution networks in Romania. All this operation is done with costs that are covered
by this tariff.

- network withdrawal fee (TL)

Then, also with the help of specific equipment, the electricity is extracted from
the transmission system and delivered to the distribution networks. The equipment is
bought and maintained with money from this tariff.

- distribution tariff (TD)

Once they have received the energy, the distributors have to pass it through the
transformer stations, in order to bring it from high (HV), to medium (MV) and then to
low voltage (LV). And all these costs are paid out of the money raised from this
distribution fee.

The path of electricity from producer to consumer represents several transactions
which means, for the consumer, the payment of the tariffs listed above. The money from
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these rates is divided. Specifically, the tariffs for network introduction, system service
and network extraction go to Transelectrica, and the distribution tariffs reach the 8
operators of the existing regional distribution networks in Romania.

3. LAST YEARS EVOLUTION OF THE ELECTRICITY PRICE IN THE
EUROPEAN UNION COUNTRIES

The world faces a global energy crisis. Demand for energy is climbing rapidly,
but supply is down, [5].

The EU has been working to liberalize the electricity market since the second
half of the 1990s. The directives adopted in 2003 laid down common rules for the
internal markets in electricity and natural gas. Deadlines have been set for the opening
of electricity markets, so that from 1 July 2007 customers were allowed to choose their
supplier. In 2014, in response to a request from the European Council, the European
Commission developed an in-depth analysis of energy prices and costs in Europe to help
policymakers understand the underlying context, the impact of recent consumer price
increases and policy implications. Data deficiencies have led to the recommendation to
improve the detail, transparency and consistency of the collection of energy price data,
as well as to the Commission proposal and the adoption of Regulation (EU) 2016/1952.
Transparency in electricity prices is more effective when it is published and disseminated
as widely as possible, i.e., at EU level.

Increased transparency in electricity prices should help to promote fair
competition by encouraging consumers to choose between different suppliers. The price
of electricity is a key element in a country's strategy for electricity supply, but also for
consumers in order to manage costs as efficiently as possible. Electricity prices are of
particular importance for international competitiveness, as electricity is usually a
significant percentage of total energy costs for industrial consumers and service
providers. Unlike the price of fossil fuels, which are usually traded on global markets at
relatively uniform prices, electricity prices vary widely between countries around the
world.

The price of energy in the European Union countries depends on a range of
different supply and demand conditions, including the geopolitical situation, the national
energy mix, import diversification, network costs, environmental protection costs,
severe weather conditions, or levels of excise and taxation.

For household consumers in the EU (defined for the purpose of this article as
medium-sized consumers with an annual consumption between 2 500 kWh and
5 000 kWh), electricity prices in the first half of 2021 were highest in Germany (EUR
0.3193 per kWh), Denmark (EUR 0.2900 per kWh), Belgium (EUR 0.2702 per kWh)
and Ireland (EUR 0.2555 per kWh); see Figure 1. The lowest electricity prices were in
Hungary (EUR 0.1003 per kWh), Bulgaria (EUR 0.1024 per kWh) and Malta (EUR
0.1279 per kWh). The price of electricity for household consumers in Germany was more
than three times higher than the price in Hungary and 45.6 % higher than the EU average
price.
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In European Union countries, the rates of energy depend on a number of
different supply and demand conditions: geopolitical state, energy mix, diversification
of imports, grid costs, environmental protection costs, weather conditions, taxes amount.

To analyze the evolution of electricity prices for household consumers, we
specify that in this category we refer to those whose annual consumption is in the range
0f 2500 kWh to 5000 kWh.

For household consumers the weighted average price for electricity in the first
semester of 2021 was 0.2192 EUR/kWh, comparing to 0,1173 EUR/kWh in the second
half of 2019. That mean an increase of 1.869 times during the last two years.

If we look at the price in 2020, average household electricity price was 0.213
EUR/kWh, meaning that in the first half of 2021 the price increased slightly compared
with the same period of 2020.

As it can be seen in figure 1, prices were the highest in Germany - 0.3193
EUR/kWh (more than three times higher than the Hungarian price and 45.6% higher
than the EU average price), Denmark -0.2900 EUR/kWh, Belgium - 0.2702 EUR/kWh
and Ireland - 0.2555 EUR/kWh. The lowest prices were in Hungary - 0.1003 EUR/kWh,
Bulgaria - 0.1024 EUR/kWh and Malta - 0.1279 EUR/kWh.

(EUR per kWh)

0.35
030
0.25
020

0.15
0.10
0.05
000
«0.05
58 FEEREroEPS32PEaSPEISNS8gat> SEP LF8 2 24®
w e £ 5 & a5 N F - [ SR EERE S ] ] [+
& Egm§§'3§8§§§§§222233§33§§§ §§§ §§5 gé §§E
§ 333° CLEOCPuOPRa s guds 7 82 2 g2 243
w Q - @ s | B E [ ]
3 Z ] 2 ]
3 - 4
o
5
]
i

= Without taxes =Othertaxes =VAT

Fig.1. Electricity prices for household consumers in the first semester of 2021 (source
Eurostat, [4])

In Romania, electricity price rose in the first half of 2021, compared with the
first half of 2020 by 7%, one of the highest icrements in EU. Household electricity prices
rose in 16 EU Member States

Household electricity prices rose in 16 EU Member States in the first half of
2021, compared with the first half of 2020. The largest increase (expressed in national
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currencies) was registered in Slovenia (+15%), ahead of Poland (+8%) and Romania
(+7%).

In June 2021, in Romania, the electricity prices were:

- For households: 0.151 EUR/kWh; the average price in the world is 0.121
EUR/kWh.

- For business: 0.121 EUR/kWh; the average price in the world is 0.110
EUR/kWh.

The evolution of electricity prices for domestic consumers in EU countries since
2008 is shown in figure 2. The energy price, for electricity and grid only, rose rather
more than the global inflation rate getting to 0.1338 EUR/kWh in the second half of the
year 2013. From 2014 to 2019 it was quite constant. In the first half of 2021 it was 0.1339
EUR/kWh, a bit higher than the 0.1282 EUR/kWh at the end of 2020. The share of taxes
increased by 8.8 % in the last 13 years, from 31.2% in 2008 to 39.4% in 2021.

For inflation-adjusted prices, the total price for domestic consumers, all taxes
included, was 0.1914 EUR/kWh in the first semester of 2021 compared to 0.1604
EUR/kWh in the first half of 2008. We conclude the actual price without taxes is quite
the same as the 2008 inflation-adjusted price.
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Fig.2. Development of electricity prices for household consumers, EU, 2008-2021 (source:
Eurostat, [4])

Figure 3 shows the ratio between taxes and fees and the total retail selling price
of residential electricity. As it can be seen, among EU countries Netherlands had the
lowest tax rate in the first half of 2021, where the values are actually negative (-
5.5%),[1], [4]. The average weight of taxes and duties at EU level was 39.4%. VAT is
15.5% of the total price in the EU. It ranges from 4.8% in Malta to 21.3% in Hungary.
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Fig.3. Weight of Taxes and duties paid by household consumers for electricity, first
half of 2021 (source Eurostat, [4])

The maps in figure 4.a show the prices of electricity for residential customers in
the Purchasing Power Standard (PPS- that is an artificial currency unit; which can buy
the same amount of goods and services in each country) in the first half of 2021,
classifying the EU countries into six categories, with categories of electricity prices
ranging from over 25 PPS / 100 kWh to under 15 PPS / 100. kWh. Romania (29) and
Germany (28) have the highest electricity prices according to the purchasing power
standard. According to the purchasing power standard, the lowest electricity prices are
in the Netherlands (11) and Finland (14).

If we refer to the EU countries for non-household consumers and we look at the
evolution of electricity prices during the last two years, we can see that there were
fluctuations form country to country and from a year to another, so the electricity market
was changing a lot.

The electricity prices in the second half of 2019 reached the highest values in
the EU Member States in Cyprus and Italy (figure 5). The average price for the EU in
the second half of 2019 (a weighted average based on the latest 2018 data on electricity
consumption for non-household customers) was EUR 0.173 per kWh.

The change in electricity prices for non-household consumers, including all non-
refundable taxes and duties, between the second half 0of 2018 and the second half of 2019
is shown in figure 5. These prices have fallen in six EU Member States. The largest
decreases were recorded in Denmark (-13.4%), followed by Poland (-6.3%) and Portugal
(-2.1%). In 21 other EU Member States, prices have risen. The highest increases were
recorded in Romania (19.5%), Hungary (18.4%), Italy (12.7%), the Netherlands (11.1%)
and Slovenia (10.0%).
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Fig.4. Electricity prices for household consumers, first half 2021, (PPS per 100 kWh) - (a.)
(Source: Eurostat, [4]); interactive map for electricity prices worldwide - (b) [10]
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Fig.5. Change in electricity prices in the EU for non-household consumers in the second half of
2019 compared to the previous year, same semester (%)

As for electricity prices in the second half of 2021, they reached the highest
values in the EU Member States in Germany (0.1813 EUR/kWh) and Italy (0.1584
EUR/kWh). (Fig. 6). The average price for the EU countries in the second half of 2021
(a weighted average based on the latest data on electricity consumption for non-
household customers) was 0.1283 EUR/kWh.

Figure 6 shows how electricity prices change for non-domestic consumers
(including taxes and duties) from the first half of 2020 to the first half of 2021. We can
see that they decreased the most in Slovenia (-6.5 %) and Portugal (-5.2 %), followed by
Romania (-5.1 %). They increased in the other sixteen EU Member States (for example
in Denmark (29.8 %), Bulgaria (18.0 %), Estonia (16.3 %)).

In Romania, in the late few years, the electricity market has recorded a
continuously rising price that increases almost every month. Thus, July 2021 came with
prices two and a half times higher than in the same month of 2020, with August and
September reaching new records, increasing three times higher than the same periods in
2020. In August 2021, the average closing price of the market for the next day in
Bucharest increased by 93 lei / MWh compared to the one in July, reaching 555
lei/MWh, and in September it was 662 lei/MWh. In November, the market reached new
highs - over 1,200 lei/MWh, on DAM (Day Ahead Market), and over 1,000 lei/MWh
quotations for the first quarter of 2022. Prices also increased on all spot markets in
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Europe, Romania being in the top half of ranking. Also, the unprecedented increase in
the levels at which carbon certificates are traded, exceeding the threshold of 70 euro/t
CO; in November, has led to an increase in the price of electricity, all over Europe.
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Fig.6. Change in electricity prices for non-household consumers compared with previous year's

same semester, first half 2021, % (Source: Eurostat, [4])

Association of Energy Suppliers in Romania - AFEER states that electricity
prices borne by consumers recently reflect the evolution of energy markets, internal and
international, lack of investment in Romania in production capacity in recent years, and
high costs of certificates CO,, according to a press release, [6], [9].

4. CONCLUSIONS

The current situation on the energy market is complicated: the prices of fuels,
coal, natural gas, oil have increased in all European markets and, in addition, due to the
EU's clear commitment to decarbonisation, the price of emission allowances has reached
around 50 euro/ton (compared to a price of 21 euro/ton in June 2020), and, for the future,
an upward trend is also estimated.
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All these increases are also found in the price of electricity and that is why we
cannot expect the prices of electricity and natural gas to be close to those of 2020. For
example, at the beginning of June 2020, on the spot electricity market in Romania, as
well as on the spot markets with which we are connected - Hungary, Czech Republic
and Slovakia - the prices were 20-25 euros/MWh. At the middle of 2021, in all these
markets the prices vary between 65 and 90 euro/MWh.

Romania can no longer ensure from internal sources the necessary consumption
of electricity, at competitive prices. For natural gas, we almost always resorted to
imports. Thus, all this has influenced and will continue to influence internal market
prices. That is why we need investments in both natural gas and electricity production.

Stable and predictable legislation is also needed to ensure security in the supply
of secure, sustainable, competitive and affordable energy.

Both end-customer supply and energy trading (electricity and natural gas) are
activities which, by their nature, involve a high degree of risk, which increases all the
more in an unpredictable legal framework.

In addition, the biggest competition in the energy market is in the supply
segment. There are no less than 58 suppliers to the final customers of electricity and over
70 to the final customers of natural gas in Romania, which makes, practically, almost
impossible agreements or concerted practices, coordinated between them.
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